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https://github.com/ethereum/go-ethereum
https://etherscan.io/
file:///tmp/calibre_4.18.0_tmp_X989P2/MvzUai_pdf_out/(https:/invite.slack.golangbridge.org
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file:///tmp/calibre_4.18.0_tmp_X989P2/client-setup

PRt E iR

FIGo#IIA AR E FIRRIMXRUREMENERAT R, H%, BA
go-etheremf ethclient B13HiBiT il AN X R BEARSZ IR EURL
#Y Dial R¥IRLE,

HIREBUBURBEEFIR, ErJZERZElinfurafx, InfuraEEE—H#t
Ze, U8, ¥ RAILAKIA[gethFparity] 5 s, FEEREALAKIEMLE
B4R T FTABINI DI,

client, err := ethclient.Dial("https://mainnet.infura.io")

HIZBIT T Aitigethskfl, EiX o] AFER1Z(EEBL51PClnm S,

client, err := ethclient.Dial("/home/user/.ethereum/geth.ipc")

SWHENGoUUABINE, FERethclient2EHBHIMNESIN, BIEELREHR
FESNEIZ—FR,

fffGanache
Ganache(IE & ftestrpc)@—MNANode. jstR S HILAKYGSEI, BFE
A& EFR LN BARRFRFTINS, MERINTESERTTMEETE

£2E,

B&iBENPMZE 2 ganache °
npm install -g ganache-cli
SAIGiz1Tganache cliZ i,
ganache-cli

ITEEZ! http://localhost:8584 FHJganache RPCEW],

client, err := ethclient.Dial("http://localhost:8545")
if err!=nil {

log.Fatal(err)
}

fE/28hganachelt, 4 e] AfEABRIRVENICIAREMABEFTIRI 2T
ik,


https://github.com/trufflesuite/ganache-cli
https://www.npmjs.com/package/ganache-cli

ganache-cli -m "much repair shock carbon improve miss forget sock include

] >

HoaHE E HiRE S 15 #&ganache ©

STEND

client.go

package main

import (
||fmtll

|||Og||

"github.com/ethereum/go-ethereum/ethclient"

func main() {
client, err := ethclient.Dial("https://mainnet.infura.io")
if err!=nil{
log.Fatal(err)

fmt.Printin("we have a connection")
_=client // we'll use this in the upcoming sections


http://truffleframework.com/ganache/
https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/client.go
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UAY LR ELAR KRB EARE S, EEERK

R 0x71c7656ec7ab88b098defb751b7401b5f6d8976f , EAJATFIEETHE X
BB — AP, HETRATEREESENIXREBERGRIE-IMEESY. B
=E—H, BRMFIFELEMN, BITBEEEMNETERAMNE LA
¥,

E({FFgo-ethereumfylk ik, EATSEIE EA15E1E Jngo-ethereumA
B9 common.Address A

address := common.HexToAddress("0x71c7656ec7ab88b098defb751b7401!

fmt.Printin(address.Hex()) // 0x71C7656EC7ab88b098defB751B7401B5f6d8!

»

BRI AL ARt S fE A MR, A DR AR ittt (5 5 25 go-
ethereumfy737%, BAAKELZR T MIKAFMUERIERFNIR, AAILRATE
T —THREZEIMEERETHIKS REL,

STEND

address.go

package main

import (
"fmt"

"github.com/ethereum/go-ethereum/common"

func main() {
address := common.HexToAddress("0x71c7656ec7ab88b098defb751b74(

fmt.Printin(address.Hex()) // 0x71C7656EC7ab88b098defB751B7401B
fmt.Printin(address.Hash().Hex()) // 0x00000000000000000000000071c76
fmt.Printin(address.Bytes()) //[113199 101 110199171 136 176 152 2

}


https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/address.go
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ER— KPR RFES B R, BAZEFIRE BalanceAt 757k, LELE
Mk it AR XIRS, FXRSIZE R nil 1R OI&HEIRE,

account := common.HexToAddress("'0x71c7656ec7ab88b098defb751b7401|
balance, err := client.BalanceAt(context.Background(), account, nil)
if err!=nil{
log.Fatal(err)
}

fmt.Printin(balance)

RXIRS R EIZENZ KRR P R E, KIRSHPRE big.Int 2£H,

blockNumber := big.NewInt( )
balance, err := client.BalanceAt(context.Background(), account, blockNumb:
if err!=nil {
log.Fatal(err)
}

fmt.Printin(balance)

MAMHPHBFRERRATENNBMRLIEN, ERElREREE,
HFEETHRERwei, EiZEETHE, EUFUMITTEwei/10M8, EAFATIETE
RRIBRE, BAMSSARERGO math Fl math/big B, XEEMAVEE

1,

fbalance := (big.Float)
fbalance.SetString(balance.String())
ethValue := (big.Float).Quo(fbalance, big.NewFloat(math.Pow10(18)))

fmt.Printin(ethValue)
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ERERMMEFCIENKAREZS L, flM, ERRHFEFRZMWIA
fa. BFimiEt 7 U BalanceAt B 7574, 70 PendingBalanceAt, E¥&
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pendingBalance, err := client.PendingBalanceAt(context.Background(), accc
fmt.Printin(pendingBalance) // 25729324269165216042

TEAE

account_balance.go


https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/account_balance.go

package main

import (
"context"
"fmt"
"log"
"math"
"math/big"

"github.com/ethereum/go-ethereum/common”
"github.com/ethereum/go-ethereum/ethclient"

func main() {
client, err := ethclient.Dial("https://mainnet.infura.io")
if err!=nil{
log.Fatal(err)

account := common.HexToAddress("'0x71c7656ec7ab88b098defb751b74(
balance, err := client.BalanceAt(context.Background(), account, nil)
if err1=nil {

log.Fatal(err)

}
fmt.Printin(balance) // 25893180161173005034

blockNumber := big.NewInt( )
balanceAt, err := client.BalanceAt(context.Background(), account, blockNt
if err!=nil {

log.Fatal(err)

}
fmt.Printin(balanceAt) // 25729324269165216042

fbalance := (big.Float)
fbalance.SetString(balanceAt.String())
ethValue := (big.Float).Quo(fbalance, big.NewFloat(math.Pow10(18)))

fmt.Printin(ethValue) // 25.729324269165216041

pendingBalance, err := client.PendingBalanceAt(context.Background(), ac
fmt.Printin(pendingBalance) // 25729324269165216042
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file:///tmp/calibre_4.18.0_tmp_X989P2/smart-contract-read-erc20

ERFRE

EEXER—NMINERE, BIEES Ago-ethereum crypto 8, 1ZEIR
B F LR FEVIFATBEY GenerateKey F37%,

privateKey, err := crypto.GenerateKey()
if err!=nil{

log.Fatal(err)
}

BFATRT LAEIT & A golang crypto/ecdsa BFH{EFS FromECDSA /5548 H
5’5}%#\3 F1,

privateKeyBytes := crypto.FromECDSA(privateKey)

A BRFER] LAfE Fgo-ethereum hexutil BIF B R+ S EIFEFHR, %
BIRE T —MEEEHIA B Encode /534, AEBHRIETH$I4HE 2
fa R “0x”

fmt.Printin(hexutil.Encode(privateKeyBytes)[2:])

XHMBRATEERZNMA, BRANZE, KEFNZBREZFHAA,
E R EREER ARRII B =,

HF AR MFASAIRER, Hlbgo-ethereumfUIIZFASRREE —MNREIA
£ABY Public F5i%,

publicKey := privateKey.Public()

BRI EINIT I SBA VSRS RATIT IR, BII2E
T oxFIBI2ANFF 04, EIMLRECHIE, RRUEN,

publicKkeyECDSA, ok := publicKey.(*ecdsa.PublicKey)
if lok {

log.Fatal("cannot assert type: publicKey is not of type *ecdsa.PublicKey")
}

publicKeyBytes := crypto.FromECDSAPub(publickeyECDSA)
fmt.Printin(hexutil.Encode(publicKeyBytes)[4:])



MERINAE LA, MrIUBNERMMGEESEIN A HtN, R THE
X—s, go-ethereumfilZEEH — PubkeyToAddress /5i%, EERZ—1
ECDSALER, FHiR[E 2 $HtitE,

address := crypto.PubkeyToAddress(*publickeyECDSA).Hex()
fmt.Printin(address)

NHMHE LR N EAMKeccak-256167, ARHNINRF40NMNFRF
(201NFT ) FRAOXERFIS, UATREER golang.org/x/crypto/sha3
9 Keccak256 R F I SRR i%,

hash := sha3.NewlLegacyKeccak256()
hash.Write(publicKeyBytes[1:])
fmt.Printin(hexutil.Encode(hash.Sum(nil)[12:]))

TEAE

generate_wallet.go


https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/generate_wallet.go

package main

import (
"crypto/ecdsa”
||fmtll

"|Og"

"github.com/ethereum/go-ethereum/common/hexutil"
"github.com/ethereum/go-ethereum/crypto"
"golang.org/x/crypto/sha3"

func main() {
privateKey, err := crypto.GenerateKey()
if err!=nil{
log.Fatal(err)

privateKeyBytes := crypto.FromECDSA(privateKey)
fmt.Printin(hexutil.Encode(privateKeyBytes)[2:]) // 0xfad9c8855b740a0b7

publicKey := privateKey.Public()
publicKeyECDSA, ok := publicKey.(*ecdsa.PublicKey)
if lok {
log.Fatal("cannot assert type: publicKey is not of type *ecdsa.PublicKey

publicKeyBytes := crypto.FromECDSAPub(publicKeyECDSA)
fmt.Printin(hexutil.Encode(publicKeyBytes)[4:]) // 0x049a7df67f792462831

address := crypto.PubkeyToAddress(*publicKkeyECDSA).Hex()
fmt.Printin(address) // 0x96216849c49358B10257cb55b28eA603c874b05

hash := sha3.NewLegacyKeccak256()
hash.Write(publicKeyBytes[1:])
fmt.Printin(hexutil.Encode(hash.Sum(nil)[12:])) // 0x96216849c49358b102



Keystores

keystore2—MNEELZTINZE THHREFATH. go-ethereumHHkeystore,
BNMXUREEE 1M EREZBIEN, BEAkeystore, HEEWIIE

FH NewKeyStore , (AEiRIt{RTFkeystorelI B Ri&1Z, AR, &0

Fi NewAccount i E, HAERA— RATFMNENOSL, &
BXIBF NewAccount , EFTEME £ 4R FTEVkeystore XX 4,

X — NI LR FTTkeystoreltik P AR,

ks := keystore.NewKeyStore("./wallets", keystore.StandardScryptN, keystore
password := "secret"
account, err := ks.NewAccount(password)
if err!=nil{
log.Fatal(err)
}

fmt.Printin(account.Address.Hex())

MEZS AN ERkeystore, MERX FRIFE—HFH/XIEH NewKeyStore ,
AREH Import 737%, 1Z751EkeystoreBIJSONBURBIEAF T, £
MNEHERATMENBNOL, F=/SHERE—MHNMZEOS, B
BINEROIPEA—#O<S, EANPRAITEZRIRIANIZIKF, EBE
BERFkeystoreX 4 | B MERINSEYIZRBE XY, FrLATATEH
FRIBEY,

X2 — N5 AkeystoreFif (o]~ 7RG,



file := "./wallets/UTC--2018-07-04T09-58-30.122808598Z--20f8d42fb0f667f2¢
ks := keystore.NewKeyStore("./tmp", keystore.StandardScryptN, keystore.St:
jsonBytes, err := ioutil.ReadFile(file)
if err!=nil {

log.Fatal(err)
}

password := "secret"
account, err := ks.Import(jsonBytes, password, password)
if err1=nil {
log.Fatal(err)
}

fmt.Printin(account.Address.Hex()) // 0x20F8D42FBOF667F2E53930fed426f2
if err := os.Remove(file); err !=nil {

log.Fatal(err)
}

STEND

keystore.go


https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/keystore.go

package main

import (
"fmt"
"io/ioutil"
"lOg”

0os

"github.com/ethereum/go-ethereum/accounts/keystore"

func createKs() {
ks := keystore.NewKeyStore("./tmp", keystore.StandardScryptN, keystore.
password := "secret"
account, err := ks.NewAccount(password)
if err!=nil {
log.Fatal(err)

fmt.Printin(account.Address.Hex()) // 0x20F8D42FBOF667F2E53930fed42€

func importKs() {
file := "./tmp/UTC--2018-07-04T09-58-30.122808598Z--20f8d42fb0f667f2e
ks := keystore.NewKeyStore("./tmp", keystore.StandardScryptN, keystore.
jsonBytes, err := ioutil.ReadFile(file)
if err!=nil{
log.Fatal(err)

password := "secret"
account, err := ks.Import(jsonBytes, password, password)
if err!=nil {

log.Fatal(err)

fmt.Printin(account.Address.Hex()) // 0x20F8D42FBOF667F2E53930fed42¢

if err ;= os.Remove(file); err = nil {
log.Fatal(err)

func main() {
createKs()
/limportKs()
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KTFEIESER— D EWEMEHD)EKE, BEEEGotl:

https://github.com/miguelmota/go-ethereum-hdwallet


https://github.com/miguelmota/go-ethereum-hdwallet
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AR AWMU HHEER S HE S LI,

REMIREEW
BATTAEREEMNIEMNRANKICE ARSI R BB
re := regexp.MustCompile("0x[0-9a-fA-F]{40}$")

fmt.Printf("is valid: %v\n", re.MatchString("0x323b5d4c32345ced77393b353
fmt.Printf("is valid: %v\n", re.MatchString("0xZYXb5d4c32345ced77393b353

»

BB R T K NEESLY

BATAIUAME, EEZMUFETFTE, ZMHREESY. I2—1
o, EFFR, BMBRE—MASESINFHRHEERERKENE

IFER— 1M EBESLY:

address := common.HexToAddress("'0xe41d2489571d322189246dafa5ebde
bytecode, err := client.CodeAt(context.Background(), address, nil)
if err!=nil{
log.Fatal(err)
}

isContract := len(bytecode) >

fmt.Printf("is contract: %v\n", isContract)

Hitht FIRBEFWHEE, BIMEERE—I1EESY, ER—MNER
PAKLIIK P,



// a random user account address
address := common.HexToAddress("0x8e215d06ea7ecfdb4fc5fd21768f4b:
bytecode, err := client.CodeAt(context.Background(), address, nil) // nil is lat
if err 1= nil {

log.Fatal(err)
}

isContract = len(bytecode) > 0

fmt.Printf("is contract: %v\n", isContract) // is contract: false

STEND

address_check.go


https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/address_check.go

package main

import (
"context"
"fmt"
"log"
"regexp"

"github.com/ethereum/go-ethereum/common"
"github.com/ethereum/go-ethereum/ethclient”

func main() {
re := regexp.MustCompile("0x[0-9a-fA-F1{40}$")

fmt.Printf("is valid: %v\n", re.MatchString("0x323b5d4c32345ced77393b3
fmt.Printf("is valid: %v\n", re.MatchString("0xZYXb5d4c32345ced77393b3

client, err := ethclient.Dial("https://mainnet.infura.io")
if err!=nil{
log.Fatal(err)

// 0x Protocol Token (ZRX) smart contract address
address := common.HexToAddress("0xe41d2489571d322189246dafa5eb:t
bytecode, err := client.CodeAt(context.Background(), address, nil) // nil is |
if err!=nil{

log.Fatal(err)

isContract := len(bytecode) > 0
fmt.Printf("is contract: %v\n", isContract) // is contract: true
// a random user account address
address = common.HexToAddress("'0x8e215d06ea7ec1fdb4fc5fd21768f4l
bytecode, err = client.CodeAt(context.Background(), address, nil) // nil is i
if err!=nil {

log.Fatal(err)

isContract = len(bytecode) > 0

fmt.Printf("is contract: %v\n", isContract) // is contract: false
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X LEER S IZ 1 AN Al fEE Flgo-ethereum ethclient B17E LA A L &EimF1 &%
X5, EFRIXEMR S transaction BIEI XMW UATIKSHER, ©
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BiXR

IEAFAIFRL, Ee]AERMANEBXRER,

X iRk

BaT A ZE il HeaderByNumber SRIR[E B X —MXRAILER, &
BEA, ERRERAXIRL,

header, err := client.HeaderByNumber(context.Background(), nil)
if err!=nil {
log.Fatal(err)

}

fmt.Printin(header.Number.String())

STEXIR

AAE FimkY BlockByNumber 737ARIRIS TR X IR, AT BUZENZXIREY
PRERBHITHE, fldl, XIRS, XREFER, XREE, XREEZL
kR HINRES,

blockNumber := big.NewInt( )
block, err := client.BlockByNumber(context.Background(), blockNumber)
if err!=nil {
log.Fatal(err)
}

fmt.Printin(block.Number().Uint64())
fmt.Printin(block.Time().Uint64())
fmt.Printin(block.Difficulty().Uint64())
fmt.Printin(block.Hash().Hex())
fmt.Printin(len(block.Transactions()))

1B F Transaction RIRE— MXRIIRZHE.,

count, err := client.TransactionCount(context.Background(), block.Hash())
if err!=nil {

log.Fatal(err)
}

fmt.Printin(count)



ETFANET, BIEFEIEBXRPNRZS,

TEAE

blocks.go


https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/blocks.go

package main

import (
"context”
"fmt"
|||Og|v
"math/big"

"github.com/ethereum/go-ethereum/ethclient"

func main() {
client, err := ethclient.Dial("https://mainnet.infura.io")
if err!=nil {
log.Fatal(err)

header, err := client.HeaderByNumber(context.Background(), nil)
if err!=nil {
log.Fatal(err)

fmt.Printin(header.Number.String()) // 5671744

blockNumber := big.NewInt( )
block, err := client.BlockByNumber(context.Background(), blockNumber)
if err1=nil {

log.Fatal(err)

fmt.Printin(block.Number().Uint64()) // 5671744
fmt.Printin(block.Time().Uint64()) // 1527211625
fmt.Printin(block.Difficulty().Uint64()) // 3217000136609065
fmt.Printin(block.Hash().Hex()) // 0x9e8751ebb5069389b855bba72d¢
fmt.Printin(len(block.Transactions())) // 144

count, err := client.TransactionCount(context.Background(), block.Hash())

if err!=nil{
log.Fatal(err)

fmt.Printin(count) // 144



BifRZ5H

FELNET BRINEI TUNFRELEXRESHIER T IZBURREMBE

. FAPTLAE i‘_iﬁﬁﬁ Transactions 77;&RIZBURPHIE S, %FHERE
— Transaction £EPIR, AlF, ESEBAESHIANBXRESNE
fEEMEREET,

for _, tx := range block.Transactions() {
fmt.Printin(tx.Hash().Hex())
fmt.Printin(tx.Value().String())
fmt.Printin(tx.Gas())
fmt.Printin(tx.GasPrice().Uint64())
fmt.Printin(tx.Nonce())
fmt.Printin(tx.Data())
fmt.Printin(tx.To().Hex())

ATIEEREFRIME, FEEZEES LA AsMessage , EIREI—
N Message 28, HgE— LIEIsender (from) iﬂ!iJJ:E’JI_I;&
AsMessage J3; EEE'EEEIP1 558 8%E, ENMBININEFIHERIBEID-

chainID, err := client.NetworkID(context.Background())
if err!=nil {

log.Fatal(err)
}

if msqg, err := tx.AsMessage(types.NewEIP155Signer(chainID)); err != nil {
fmt.Printin(msg.From().Hex())
}

»

BAESHE—ME, EFESRNITESNER, fIEFREENR
&, MURAM (I 30" (KW ) MEHERIRE.

receipt, err := client.TransactionReceipt(context.Background(), tx.Hash())
if err!=nil {

log.Fatal(err)
}

fmt.Printin(receipt.Status)
fmt.Printin(receipt.Logs)


file:///tmp/calibre_4.18.0_tmp_X989P2/block-query

ERKERMBRA T ERESN S — MG 2 RREFIG
Y TransactionInBlock 757%, It EIEFHREEMRASESZMESE,
e LA TransactionCount R T RIRPB B L ANE S,

blockHash := common.HexToHash("'0x9e8751ebb5069389b855bbha72d9490
count, err := client.TransactionCount(context.Background(), blockHash)
if err!=nil{
log.Fatal(err)
}

for idx := uint(0); idx < count; idx++ {
tx, err ;= client.TransactionInBlock(context.Background(), blockHash, idx)
if err!=nil {
log.Fatal(err)
}

fmt.Printin(tx.Hash().Hex()) // 0x5d49fcaa394c97ec8a9c3e7bd9e8388d420f
}

I&E BT BAfE FE TransactionByHash 7ZE.AE RSB SMAEENB A THIEES
HENES,

txHash := common.HexToHash("0x5d49fcaa394c97ec8a9c3e7bhd9e8388d42
tx, isPending, err := client.TransactionByHash(context.Background(), txHash
if err!=nil {

log.Fatal(err)
}

fmt.Printin(tx.Hash().Hex()) // 0x5d49fcaa394c97ec8a9c3e7bd9e8388d420fk
fmt.Printin(isPending) // false

TEAE

transactions.go


https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/transactions.go

package main

import (
"context”
"fmt"
|||Og|v
"math/big"

"github.com/ethereum/go-ethereum/common"
"github.com/ethereum/go-ethereum/core/types"
"github.com/ethereum/go-ethereum/ethclient"

func main() {
client, err := ethclient.Dial("https://mainnet.infura.io")
if err!=nil {
log.Fatal(err)

blockNumber := big.NewInt(5671744)
block, err := client.BlockByNumber(context.Background(), blockNumber)
if err!=nil{

log.Fatal(err)

for _, tx := range block.Transactions() {
fmt.Printin(tx.Hash().Hex()) // 0x5d49fcaa394c97ec8a9c3e7bd9e83¢
fmt.PrintIn(tx.Value().String()) // 10000000000000000

fmt.Printin(tx.Gas()) // 105000
fmt.Printin(tx.GasPrice().Uint64()) // 102000000000
fmt.Printin(tx.Nonce()) // 110644
fmt.Printin(tx.Data()) /1]

fmt.Printin(tx.To().Hex()) // Ox55fE59D8Ad77035154dDd0AD0388D

chainID, err := client.NetworkID(context.Background())
if err 1= nil {
log.Fatal(err)

if msg, err := tx.AsMessage(types.NewEIP155Signer(chainID)); err == ni
fmt.Printin(msg.From().Hex()) // 0x0fD081e3Bb178dc45c0cb2320206!

receipt, err := client.TransactionReceipt(context.Background(), tx.Hash(]
if err!=nil{
log.Fatal(err)



fmt.Printin(receipt.Status) // 1

blockHash := common.HexToHash("0x9e8751ebb5069389b855bba72d94
count, err := client.TransactionCount(context.Background(), blockHash)
if err1=nil {

log.Fatal(err)

for idx := uint(0); idx < count; idx++ {
tx, err := client.TransactionInBlock(context.Background(), blockHash, id
if err!=nil{
log.Fatal(err)

fmt.Printin(tx.Hash().Hex()) // 0x5d49fcaa394c97ec8a9c3e7bd9e8388d4

txHash := common.HexToHash("'0x5d49fcaa394c97ec8a9c3e7bhd9e8388d.
tx, isPending, err := client.TransactionByHash(context.Background(), txHa
if err1=nil {

log.Fatal(err)

fmt.Printin(tx.Hash().Hex()) // 0x5d49fcaa394c97ec8a9c3e7bd9e8388d42(
fmt.Printin(isPending)  // false



FEMLAKHETH

ERIRIER, BREZIJWMFFETHA—MIKFEBEI S —MKF, NRE
BAEUARY, BLEHMAEMARZ R EEEITERKIUAATHREE,
MASPRER, MASM1E, —NEEVLER (nonce), UL AT RIEZEERIR
MEERE. A SREEMEZE, LIERREHIAAITZRZiH
1TER,

RIIEELERTER,R, T —LREMEEHIFAA,

privateKey, err := crypto.HexToECDSA("fad9c8855b740a0b7ed4c221dbad0f:
if err!=nil{
log.Fatal(err)

}

»

ZEBIEZFEKFPIIRENE (nonce) - BERSEEE— nonce - 1§
BEEX, nonceBIXEA—RINF. MRBRIXEXZZHVFIK,, MixkE
HEIE R°0" - KBRS NS SEU MR B EI— S noncetgN14Y
nonce, RYENFTBnonceit{TFaNIRER, T RethereumBZB Fimigit—1NE
Bh75i% PendingNonceAt , EYFIREIRRIZERAAI T — nonce °

ZERHFERANRIEFIKFA I QTG - XANFAT] AMFAERIRE,

publicKey := privateKey.Public()
publicKeyECDSA, ok := publicKey.(*ecdsa.PublicKey)
if lok {
log.Fatal("cannot assert type: publicKey is not of type *ecdsa.PublicKey")
}

fromAddress := crypto.PubkeyToAddress(*publickeyECDSA)

B SRFA AT AEERFA I % A Tk = 32 Z B9 48

nonce, err := client.PendingNonceAt(context.Background(), fromAddress)
if err!=nil{
log.Fatal(err)

}

T2 RRERNBEEBWETHRE, BRIV IFETHAKRE#HR
Awei, ERXZUAAXIREFRERN, CAAMNZFRS1840/N&III,
ELE1INETHR I8N E, XEH—NMNTEUEEEETH IweiZ



|8)1#1T5&%: hitps://etherconverter.netlify.com

value := big.NewInt( )

ETHEE KAV RA S 7 1% EBR 79421000 B 1L,

gasLimit := uint64( )

BEMBBIAWei D RALRTE, EREAXE, FE—PERPLERR
TR BRI S8 5930 gwei ©

gasPrice := big.NewInt( )

A, MEMBERBIENZERNAFRBEZMHNMIEMmIEEE, Eit
WS MIHITRRBENFHARIEE, go-ethereumBFimi
fit SuggestGasPrice BKEY, FTIRIEX N ERIRFKIX ST IIMS ML,

gasPrice, err := client.SuggestGasPrice(context.Background())
if err!=nil {

log.Fatal(err)
}

BETRBANNFFBRNMEETHRZA M,

toAddress := common.HexToAddress("'0x4592d8f8d7b001e72ch26a73e4fal

»

MEFANTRL R LEIL S A go-ethereum core/types E}Fiﬁ

F3 NewTransaction SREMFANNRERBUABES, IMRBEZEIN

nonce, ik, 18, MAS LRR{E, MSMN *“*UTJ&Z&E’J IR, RIXETHHEY
BIBRFE AN  ESEESHITREN, BN ERBUIEFER, VX
HKUANZARZEEZRIEFERM,

tx := types.NewTransaction(nonce, toAddress, value, gasLimit, gasPrice, nil)

»

RERRGANMENESHITER, B, FHATEA SignTx 73
£ WE/H%%—A?EA‘%E’JERﬂ?HI]ZﬁU’F’JLE’J%A%HO SignTx /5i&
ZEIP155ERE, XMEFERNTNEFIREEHEID -


https://etherconverter.netlify.com/

chainlID, err := client.NetworkID(context.Background())
if err!=nil {

log.Fatal(err)
}

signedTx, err := types.SignTx(tx, types.NewEIP155Signer(chainID), privateKe
if err!=nil{

log.Fatal(err)
}

WMIEFNNRF EEZBEESE Pk EiIHA“SendTransaction” RIGE L BME
ST BRI EANMLE,

err = client.SendTransaction(context.Background(), signedTx)
if err1=nil {
log.Fatal(err)
}
fmt.Printf("tx sent: %s", signedTx.Hash().Hex()) // tx sent: 0x77006fch3938f6
>
SRR IR AKX EtherscanB X ZIEIA T TE:

https://rinkeby.etherscan.io/tx/0x77006fcb3938f648e2cc65bafd27dec30b
9bfbe9df41f78498b9c8b7322a249¢

TEAE

transfer_eth.go


https://rinkeby.etherscan.io/tx/0x77006fcb3938f648e2cc65bafd27dec30b9bfbe9df41f78498b9c8b7322a249e
https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/transfer_eth.go

package main

import (
"context"
"crypto/ecdsa"”
"fmt"
"log"
"math/big"

"github.com/ethereum/go-ethereum/common”
"github.com/ethereum/go-ethereum/core/types"
"github.com/ethereum/go-ethereum/crypto"”
"github.com/ethereum/go-ethereum/ethclient"

func main() {
client, err := ethclient.Dial("https://rinkeby.infura.io")
if err!=nil {
log.Fatal(err)

privateKey, err := crypto.HexTOECDSA("fad9c8855b740a0b7ed4c221dbad
if err!=nil {
log.Fatal(err)

publicKey := privateKey.Public()
publicKeyECDSA, ok := publicKey.(*ecdsa.PublicKey)
if lok {
log.Fatal("cannot assert type: publicKey is not of type *ecdsa.PublicKey

fromAddress := crypto.PubkeyToAddress(*publickeyECDSA)
nonce, err := client.PendingNonceAt(context.Background(), fromAddress)
if err!=nil {

log.Fatal(err)

value := big.NewInt(1000000000000000000) // in wei (1 eth)
gasLimit := uint64(21000) // in units
gasPrice, err := client.SuggestGasPrice(context.Background())
if err!=nil{

log.Fatal(err)

toAddress := common.HexToAddress("'0x4592d8f8d7b001e72ch26a73e4f
var data [Jbyte
tx := types.NewTransaction(nonce, toAddress, value, gasLimit, gasPrice, d



chainlID, err := client.NetworkID(context.Background())
if err!=nil {
log.Fatal(err)

signedTx, err := types.SignTx(tx, types.NewEIP155Signer(chainID), private
if err!=nil {
log.Fatal(err)

err = client.SendTransaction(context.Background(), signedTx)
if err!=nil {
log.Fatal(err)

fmt.Printf("tx sent: %s", signedTx.Hash().Hex())



R RFERK

ATFEMRT BUEEBERC-20AT, T3¢ IEERC-20REFHH
EBNRMBERSESANET RTRINFASEREEGIRE,

RiZIEEEZEEFIR, MHEMBHAEERSNE, T—PRRERMFIR
ZEEFER, MRFTEABEEFHINHILE, BEES) AT

=z
B

KAEREAFTEREWETH, BALERZERER0 -

value := big.NewInt(0)

FREEREN TR UFHREETER.

toAddress := common.HexToAddress("'0x4592d8f8d7b001e72ch26a73e4fal

»

AR EENEND, BIFEEFEERSN data 8857, XERERA]
FEHLHMNEZEANERSIRNE, URRBIFHRENEA. A

EEAERRBBMkeccak-256/5FRIER 77/4ID, ERFISNFH (4
NFET) . AR, BAIMINIEARZMAE, FHINFATFTEZKEIK

M8, XLEMATR256MIK (32FT ) FEALM, FHADAFE

72,

ATER, HEBET — MR T (HelloToken HTN), XASIAART L
[~ BRSZR5ER https://tokenfactory.surge.sh, {X T FERE 2| T Rinkeby;Miz
™,

BTSN DA T E,

tokenAddress := common.HexToAddress("'0x28b149020d2152179873ec60b

4
R ZIEREBEHMHBM, BERC-20HEHHY transfer FISEKEL,
E—NSRLRE address (SHEMIEE ) , BIAKE
R~ uint256 (BRENAMBE) . FARBLBTHRMSHEBM, HNHE
FEAFUIAEN,

transferFnSignature := [Jbyte("transfer(address,uint256)")

HAIMFESRE hgo-ethereumZF A crypto/sha3 BA LR R ZE B K
Keccak256M545, ARIBANREAFI4NFTRIKRENFIEID


file:///tmp/calibre_4.18.0_tmp_X989P2/smart-contracts
file:///tmp/calibre_4.18.0_tmp_X989P2/transfer-eth
https://tokenfactory.surge.sh/

hash := sha3.NewKeccak256()
hash.Write(transferFnSignature)
methodID := hash.Sum(nil)[:4]
fmt.Printin(hexutil. Encode(methodID))

BTIR, BNFEEFARANREAHAHAZEIEFRER32F T,

paddedAddress := common.LeftPadBytes(toAddress.Bytes(), 32)
fmt.Printin(hexutil.Encode(paddedAddress))

BTRBIBEERESVOME, EIMIFEE1,0004, HEH
EBLE big.Int THEZAL Jowei

amount := (big.Int)
amount.SetString("1000000000000000000000", 10)

KT EBLFELIEARRZNFT,

paddedAmount := common.LeftPadBytes(amount.Bytes(), 32)
fmt.Printin(hexutil.Encode(paddedAmount))

»

BETIRBANRFESGAID, BRBMOBUFIRGEIEKE, FRIFM TR
MNBEFERNFTH,

var data [Jbyte

data = (data, methodID...)
data = (data, paddedAddress...)
data = (data, paddedAmount...)

S ERRFIFEUR TR ZB|OK/NE ESLHIMTRITHHELS K,
FEMRE, BEFIRRMET EstimateGas 73i%, BRI AFHNEERMEHMR
SE. XPEBM ethereum BIFRFREY CallMsg 464, BAEEFIRER
EAit, ERREBAMEENTTRRZIFENGTHAS LR,



gasLimit, err := client.EstimateGas(context.Background(), ethereum.CallMsc
To: &toAddress,
Data: data,

bl

if err!=nil {
log.Fatal(err)

}

fmt.Printin(gasLimit) // 23256

BETRBNFEMMRMERZES LR, XEMUTEBEETHREKERS H
BRI, RToFERIERATERSOMN, IMEILEAEZ, FMEY
FEFARE Z0 ETHREF ERFIRINIE R RV IEF T3,

tx := types.NewTransaction(nonce, tokenAddress, value, gasLimit, gasPrice,

»

T—SRERLGEANFAANEZHITER, SignTx HiEEEEIP155%
£ 22 (EIP155 signer), XEZHIINEFPIHEZRIHEID -

chainID, err := client.NetworkID(context.Background())
if err!=nil {

log.Fatal(err)
}

signedTx, err := types.SignTx(tx, types.NewEIP155Signer(chainID), privateKe
if err!=nil {
log.Fatal(err)

err = client.SendTransaction(context.Background(), signedTx)
if err!=nil {
log.Fatal(err)

}

fmt.Printf("tx sent: %s", signedTx.Hash().Hex()) // tx sent: 0xa56316b637a94
>
{RB] AZEtherscanB R S HIMEIA T IE:

https://rinkeby.etherscan.io/tx/0xa56316b637a94c4cc0331c73ef26389d6
c097506d581073f927275e7abeceObc


https://rinkeby.etherscan.io/tx/0xa56316b637a94c4cc0331c73ef26389d6c097506d581073f927275e7a6ece0bc

ETHRESUMAMNBERC2EES/NHS ZEMIIAS, FJUUEE
ERC20KMAVESEESLIET.

TEAE

transfer_tokens.go


file:///tmp/calibre_4.18.0_tmp_X989P2/smart-contract-read-erc20
https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/transfer_tokens.go

package main

import (
"context”
"crypto/ecdsa"”
"fmt"
"log"
"math/big"

"github.com/ethereum/go-ethereum"
"github.com/ethereum/go-ethereum/common”
"github.com/ethereum/go-ethereum/common/hexutil"
"github.com/ethereum/go-ethereum/core/types"
"github.com/ethereum/go-ethereum/crypto"
"github.com/ethereum/go-ethereum/crypto/sha3"
"github.com/ethereum/go-ethereum/ethclient"

func main() {
client, err := ethclient.Dial("https://rinkeby.infura.io")
if err!=nil {
log.Fatal(err)

privateKey, err := crypto.HexToECDSA("fad9c8855b740a0b7ed4c221dbad
if err!=nil {
log.Fatal(err)

publicKey := privateKey.Public()
publicKeyECDSA, ok := publicKey.(*ecdsa.PublicKey)
if lok {
log.Fatal("cannot assert type: publicKey is not of type *ecdsa.PublicKey

fromAddress := crypto.PubkeyToAddress(*publicKkeyECDSA)
nonce, err := client.PendingNonceAt(context.Background(), fromAddress)
if err!=nil {

log.Fatal(err)

value := big.NewInt(0) // in wei (0 eth)
gasPrice, err := client.SuggestGasPrice(context.Background())
if err!=nil{

log.Fatal(err)

toAddress := common.HexToAddress("0x4592d8f8d7b001e72cb26a73e4f



tokenAddress := common.HexToAddress("'0x28b149020d2152179873ec6!(

transferFnSignature := [Jbyte("transfer(address,uint256)")
hash := sha3.NewKeccak256()
hash.Write(transferFnSignature)

methodID := hash.Sum(nil)[:4]
fmt.Printin(hexutil.Encode(methodID)) // 0xa9059chb

paddedAddress := common.LeftPadBytes(toAddress.Bytes(), 32)
fmt.Printin(hexutil.Encode(paddedAddress)) // 0x0000000000000000000C

amount = (big.Int)

amount.SetString("1000000000000000000000", 10) // 1000 tokens
paddedAmount := common.LeftPadBytes(amount.Bytes(), 32)
fmt.Printin(hexutil.Encode(paddedAmount)) // 0x0000000000000000000C

var data [Jbyte

data = (data, methodID...)
data = (data, paddedAddress...)
data = (data, paddedAmount...)

gasLimit, err := client.EstimateGas(context.Background(), ethereum.CallM
To: &toAddress,
Data: data,

1)

if err!=nil {
log.Fatal(err)

}

fmt.Printin(gasLimit) // 23256

tx := types.NewTransaction(nonce, tokenAddress, value, gasLimit, gasPric

chainID, err := client.NetworkID(context.Background())
if err!=nil{
log.Fatal(err)

signedTx, err := types.SignTx(tx, types.NewEIP155Signer(chainID), private
if err!=nil{
log.Fatal(err)

err = client.SendTransaction(context.Background(), signedTx)
if err!=nil{
log.Fatal(err)



BIEE s

fmt.Printf("tx sent: %s", signedTx.Hash().Hex()) // tx sent: 0xa56316b637a'
}

« I >
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TR

AARTH, BIME TR EIT R MEEF X R XA IREES, &
%, BAITEE— /1 TiFwebsocket RPCHILAAYSBRSZ 1Rt E ., TEREIH,
HA148{EBinfura BIwebsocketif &,

client, err := ethclient.Dial("wss://ropsten.infura.io/ws")
if err!=nil {

log.Fatal(err)
}

BIR, BERIE— M HEE, BTRESERNXR,

headers := (chan *types.Header)

MEFRKABAZ F i SubscribeNewHead 755%, EEWIRAIMISIZEIX
REE, 1ZHERE—MTIEWR,

sub, err := client.SubscribeNewHead(context.Background(), headers)
if err!=nil{

log.Fatal(err)
}

T AR X IR A SEA R FAEE, ELEFRA]RTCAER —{ select
BARBEWHER, TANKEEE—MerondEid, ZiBEFEITHNEN
R RIEES,

for {
select {
case err ;= <-sub.Err():
log.Fatal(err)
case header := <-headers:
fmt.Printin(header.Hash().Hex())
}
}

ERBZXKRMWTEAT, BITUEXKRIMIEEEREEF iR
A9 BlockByHash E£1%4,



block, err := client.BlockByHash(context.Background(), header.Hash())
if err!=nil {

log.Fatal(err)
}

fmt.Printin(block.Hash().Hex()) // 0Oxbc10defa8dda384c96a17640d84de5
fmt.Printin(block.Number().Uint64()) // 3477413
fmt.Printin(block.Time().Uint64()) // 1529525947
fmt.Printin(block.Nonce()) // 130524141876765836
fmt.Printin(len(block.Transactions())) // 7

IESNEER L, SERTBLSE BN RTHIEFE, REIIRES.

TEAE

block_subscribe.go


https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/block_subscribe.go

package main

import (
"context"
||fmtll

"|Og"

"github.com/ethereum/go-ethereum/core/types"
"github.com/ethereum/go-ethereum/ethclient"

func main() {
client, err := ethclient.Dial("wss://ropsten.infura.io/ws")
if err 1= nil {
log.Fatal(err)

headers := make(chan *types.Header)
sub, err := client.SubscribeNewHead(context.Background(), headers)
if err!=nil {

log.Fatal(err)

for {
select {
case err := <-sub.Err():
log.Fatal(err)
case header := <-headers:

fmt.Printin(header.Hash().Hex()) // Oxbc10defa8dda384c96a17640d8:

block, err := client.BlockByHash(context.Background(), header.Hash()

if err 1= nil {
log.Fatal(err)

fmt.Printin(block.Hash().Hex()) // Oxbc10defa8dda384c96a17640c¢

fmt.Printin(block.Number().Uint64()) // 3477413
fmt.Printin(block.Time().Uint64()) // 1529525947
fmt.Printin(block.Nonce()) // 130524141876765836
fmt.Printin(len(block.Transactions())) // 7



HEFRE3Z S5 (Raw Transaction )

RMFEL ENET, BAMIEWNFIMEARIFARERR S, FAH
R RN — R, REMRBILRBRZBUIREBENET &

E.

BEMSEESNRANEIITESR, Fw:
tx := types.NewTransaction(nonce, toAddress, value, gasLimit, gasPrice, dat

signedTx, err := types.SignTx(tx, types.NewEIP155Signer(chainID), privateKe
if err!=nil {

log.Fatal(err)
}

ME, ARIUNRBFTRAFENES 28, BFEVRE—
/™ types.Transactions £ &, HIFEBEHNRSIFRE—ME,

ts := types.Transactions{signedTx}

X MBERERE R Transactions LR T —/ GetRIp F5iE, BFRA
RLPIBIENIREES., RLPERUAATRIMEN REVSIHRRIE A,
ERRREFT,
rawTxBytes := ts.GetRIp(0)
=E, BAFIUNIEERMMERAFHERDTEFIFEE.
rawTxHex := hex.EncodeToString(rawTxBytes)

fmt.Printf(rawTxHex)

BTIR, R BRERZHE, % BAMRZEINFET E—
MRIERR Z.

TR

transaction_raw_create.go


file:///tmp/calibre_4.18.0_tmp_X989P2/transfer-eth
file:///tmp/calibre_4.18.0_tmp_X989P2/transaction-raw-send
https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/transaction_raw_create.go

package main

import (
"context”
"crypto/ecdsa"”
"encoding/hex"
"fmt"
"log"
"math/big"

"github.com/ethereum/go-ethereum/common”
"github.com/ethereum/go-ethereum/core/types"
"github.com/ethereum/go-ethereum/crypto"
"github.com/ethereum/go-ethereum/ethclient"

func main() {
client, err := ethclient.Dial("https://rinkeby.infura.io")
if err!=nil{
log.Fatal(err)

privateKey, err := crypto.HexToECDSA("fad9c8855b740a0b7ed4c221dbad
if err!=nil{
log.Fatal(err)

publicKey := privateKey.Public()
publicKeyECDSA, ok := publicKey.(*ecdsa.PublicKey)
if lok {
log.Fatal("cannot assert type: publicKey is not of type *ecdsa.PublicKey

fromAddress := crypto.PubkeyToAddress(*publickeyECDSA)
nonce, err := client.PendingNonceAt(context.Background(), fromAddress)
if err 1= nil {

log.Fatal(err)

value := big.NewInt(1000000000000000000) // in wei (1 eth)
gasLimit := uint64(21000) // in units
gasPrice, err := client.SuggestGasPrice(context.Background())
if err!=nil {

log.Fatal(err)

toAddress := common.HexToAddress("0x4592d8f8d7b001e72ch26a73e4f
var data [Jbyte



tx := types.NewTransaction(nonce, toAddress, value, gasLimit, gasPrice, d

chainID, err := client.NetworkID(context.Background())
if err!=nil {
log.Fatal(err)

signedTx, err := types.SignTx(tx, types.NewEIP155Signer(chainID), private
if err!=nil {
log.Fatal(err)

ts := types.Transactions{signedTx}
rawTxBytes := ts.GetRIp(0)
rawTxHex := hex.EncodeToString(rawTxBytes)

fmt.Printf(rawTxHex)



REFRIBZHHRS

ELNETH BNZFSTUMACIRRIRES. WE, HANMEEIWNE
HIBBIBAKT ML, ERLRCIBIHET TITERIXIR,

BARRBES TAERIBEE hFTHEI.
rawTx := "f8608202b28477359400825208944592d8f8d7b001e72chb26a73e4

rawTxBytes, err := hex.DecodeString(rawTx)

»

ETRYAL— M types Transaction 385t 5 M go-ethereum rip B Hif
FA DecodeBytes , FRIEBZSFHIBHEBLUARHES LR, RLPR
UABAF R R FIIC IR RIB /55,

tx = (types.Transaction)
rip.DecodeBytes(rawTxBytes, &tx)

W, BATMERTANIAASE PRzt 32 5.

err := client.SendTransaction(context.Background(), tx)
if err!=nil{

log.Fatal(err)
}

fmt.Printf("tx sent: %s", tx.Hash().Hex()) // tx sent: 0xc429e5f128387d224bat

»

SRR IRAI LA ZKEtherscanB R ZHIHAINT FE:
https://rinkeby.etherscan.io/tx/0xc429e5f128387d224ba8bed6885e8652
5e14bfdc2eb24b5e9¢3351a1176fd81f

TEAE

transaction_raw_sendreate.go


file:///tmp/calibre_4.18.0_tmp_X989P2/transaction-raw-create
https://rinkeby.etherscan.io/tx/0xc429e5f128387d224ba8bed6885e86525e14bfdc2eb24b5e9c3351a1176fd81f
https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/transaction_raw_send.go

package main

import (
"context”
"encoding/hex"
"fmt"
"log"

"github.com/ethereum/go-ethereum/core/types"
"github.com/ethereum/go-ethereum/ethclient”
"github.com/ethereum/go-ethereum/rlp"

func main() {
client, err := ethclient.Dial("https://rinkeby.infura.io")
if err!=nil {
log.Fatal(err)

rawTx := "f86d8202b28477359400825208944592d8f8d7b001e72cb26a73

rawTxBytes, err := hex.DecodeString(rawTx)

tx := new(types.Transaction)
rlp.DecodeBytes(rawTxBytes, &tx)

err = client.SendTransaction(context.Background(), tx)

if err!=nil{
log.Fatal(err)

fmt.Printf("tx sent: %s", tx.Hash().Hex()) // tx sent: 0xc429e5f128387d224t



2EESY

ETFANETHHINENBUNEAGoRRwIE, HE, SEAMIZNERES

4,



SRESYNHRIFSABI

S58ESNIRE, BIELEMMBENESESIMNAZHHIED
ABI(application binary interface), FH{EABI4miZaLFK1FILATEGoN A
R8I,

F—HREE Solidity4mi%2E (solc).

Solc #EUbuntu_t&snapcraftel,

sudo snap install solc --edge

SolcfEmacOS_EBHomebrewty &,

brew update
brew tap ethereum/ethereum
brew install solidity

Hitti A E NRBRIZEIZEEE Fsolidity X tinstall guide.
BATEFZER—MU abigen FITH, RMsolidityEBESLILERLABI °

RIFEELEUEN LIRE TGo, RAFBITU T <L BRI &K abigen T
B,

go get -u github.com/ethereum/go-ethereum
$GOPATH/src/github.com/ethereum/go-ethereum/

make

make devtools

BIBRE— M E RSSO, FIIBEXMERESY, E
ERESYMNALRNABTMNBEYE T ABIERE, FHEZIEIVEES e
framework RZE )& FMIXE BES LY,

XERZ—MERENEY, MR RMETFME, RE—MIMRAERIR
EEFANRAEY, BAEEREERRNTERLNES,


https://solidity.readthedocs.io/en/latest/installing-solidity.html
https://solidity.readthedocs.io/en/latest/installing-solidity.html#building-from-source
http://truffleframework.com/

pragma solidity 20.4.24;

contract Store {
event ItemSet(bytes32 key, bytes32 value);

string public version;
mapping (bytes32 => bytes32) public items;

constructor(string _version) public {
version = _version;

}

function setItem(bytes32 key, bytes32 value) external {
items[key] = value;
emit ItemSet(key, value);
}
}
SAXNERESVRER, BEERERTINMIF.

IMFEFA BT A — M solidity SXEE 4 R ABI »

solc --abi Store.sol

EABEHES ARk “Store_sol_Store.abi’fJ 324

HFEILFAA abigen HFABISHR A FATR] AR ARG X, iXMFIXXHF
BEEHNFTUARSCoNAREFFHNERRESIHITRENMEBRIAA
%o

abigen --abi=Store_sol_Store.abi --pkg=store --out=Store.go

P77 NGoEBBERES LY, BIITEFEBEIEsolidityE sESLImIF MEVMET
B, EVMEDRREESSHBIBFERPLRIX, TEGoXH LAEMERE S
FEEbinX {4,

solc --bin Store.sol

MEBARIFGoE XM, HPBiEdeployik, EAFAES TbinX
.

abigen --bin=Store_sol_Store.bin --abi=Store_sol_Store.abi --pkg=store --out:

»

EETRIIRER, BNEZEINAHEEESY, AREZRE,



TEAE

Commands

go get -u github.com/ethereum/go-ethereum
$GOPATH/src/github.com/ethereum/go-ethereum/

make

make devtools

solc --abi Store.sol
solc --bin Store.sol
abigen --bin=Store_sol_Store.bin --abi=Store_sol_Store.abi --pkg=store --out:

»

Store.sol

pragma solidity 20.4.24;

contract Store {
event ItemSet(bytes32 key, bytes32 value);

string public version;
mapping (bytes32 => bytes32) public items;

constructor(string _version) public {
version = _version;

}

function setItem(bytes32 key, bytes32 value) external {
items[key] = value;
emit ItemSet(key, value);
}
}

solc version used for these examples

$ solc --version
0.4.24+commit.e67f0147.Emscripten.clang


https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/contracts/Store.sol

SPEERESH

MRFELBZANET, BEZIFEFEESHNET
BB T RIS ERESHRIF HGoXF,

RIZIRELZAM abigen £RRIFFEIERGoB X4, Fig&Eethclient,
MEERIFAEE, T —CREIE— MNBRERELIR 541X (tansactor) °
B %M go-ethereumE A accounts/abi/bind &, SAFFIAAEAFTALR

B9 NewKeyedTransactor ° AR EBEREM, Wnonce, MSMIE, M
S| L& RHIFIETHIE,

A

auth := bind.NewKeyedTransactor(privateKey)
auth.Nonce = big.NewInt(int64(nonce))
auth.Value = big.NewInt(0)

auth.GasLimit = uint64( )
auth.GasPrice = gasPrice

IRFEERE ENETHIAE, HLIB T — MEEE R Store"54Y,
FAFIREFMFEREN. EMNGoEIXMHRM THESEZ. HEHE
BIRIaL AR IR Deploy sk, BRIRELIRM, HEAGIH A Store-

deployBRifUERBEERAIF S RIERE, ethclient, UARERESLIMISERE
AJREREZMNEFAASE. BTMNENEESHEZ - MRESHFNS
S8, WRIRLEFFMENSLHMLE, BSHR, BMIURENS
#sLfl, EREHR (WRE).

input :="1.0"
address, tx, instance, err := store.DeployStore(auth, client, input)
if err!=nil {
log.Fatal(err)
}

fmt.Printin(address.Hex())
fmt.Printin(tx.Hash().Hex())

_ =instance

>

X AEE: ) (R AAESEEREEtherscan L E RS LIMEBR RS
https://rinkeby.etherscan.io/tx/0xdae8ba5444eefdc99f4d45cd0c4f24056¢
ba6a02cefbf78066ef9f4188ff7dcO

TEAE


file:///tmp/calibre_4.18.0_tmp_X989P2/smart-contract-compile
https://rinkeby.etherscan.io/tx/0xdae8ba5444eefdc99f4d45cd0c4f24056cba6a02cefbf78066ef9f4188ff7dc0

Commands

solc --abi Store.sol
solc --bin Store.sol
abigen --bin=Store_sol_Store.bin --abi=Store_sol_Store.abi --pkg=store --out:

»

Store.sol

pragma solidity 20.4.24;

contract Store {
event ItemSet(bytes32 key, bytes32 value);

string public version;
mapping (bytes32 => bytes32) public items;

constructor(string _version) public {
version = _version;

}

function setItem(bytes32 key, bytes32 value) external {
items[key] = value;
emit ItemSet(key, value);
}
}

contract_deploy.go


https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/contracts/Store.sol
https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/contract_deploy.go

package main

import (
"context”
"crypto/ecdsa"”
"fmt"
"log"
"math/big"

"github.com/ethereum/go-ethereum/accounts/abi/bind"
"github.com/ethereum/go-ethereum/crypto"
"github.com/ethereum/go-ethereum/ethclient”

store "./contracts" // for demo

func main() {
client, err := ethclient.Dial("https://rinkeby.infura.io")
if err!=nil{
log.Fatal(err)

privateKey, err := crypto.HexToECDSA("fad9c8855b740a0b7ed4c221dbad
if err!=nil{
log.Fatal(err)

publicKey := privateKey.Public()
publicKeyECDSA, ok := publicKey.(*ecdsa.PublicKey)
if lok {
log.Fatal("cannot assert type: publicKey is not of type *ecdsa.PublicKey

fromAddress := crypto.PubkeyToAddress(*publickeyECDSA)
nonce, err := client.PendingNonceAt(context.Background(), fromAddress)
if err 1= nil {

log.Fatal(err)

gasPrice, err := client.SuggestGasPrice(context.Background())
if err!=nil{
log.Fatal(err)

auth := bind.NewKeyedTransactor(privateKey)
auth.Nonce = big.NewInt(int64(nonce))
auth.Value = big.NewInt(0) //in weli
auth.GasLimit = uint64(300000) // in units



auth.GasPrice = gasPrice
input :="1.0"
address, tx, instance, err := store.DeployStore(auth, client, input)

if err!=nil{
log.Fatal(err)

fmt.Printin(address.Hex()) // 0x147B8eb97fD247D06C4006D269¢c90C190
fmt.Printin(tx.Hash().Hex()) // 0xdae8ba5444eefdc99f4d45cd0c4f24056ch.

_=instance

solc version used for these examples

$ solc --version
0.4.24+commit.e67f0147.Emscripten.clang



INERERESLY

XEETHRE 7 RIIFEESLIMABIZRIFM GO SLIXE, NRIFILE
BB, BIfKEL—TET -

—BfEH abigen TERKERESLIMIABIZRIZNGoR, T—Fr=ZR
F“‘New'73i%, HIENANew”, FIAERMNNGIFHURE @B -TE
¥ ENewStore ° WEHIRIL TR INE RESLIRIYE, FIREIRJMAREZ
REMELEA,

address := common.HexToAddress("0x147B8eb97fD247D06C4006D269c90(
instance, err := store.NewStore(address, client)
if err!=nil {
log.Fatal(err)
}

_=instance

STEND

Commands

solc --abi Store.sol
solc --bin Store.sol
abigen --bin=Store_sol_Store.bin --abi=Store_sol_Store.abi --pkg=store --out:

»

Store.sol


file:///tmp/calibre_4.18.0_tmp_X989P2/smart-contract-compile
https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/contracts/Store.sol

pragma solidity 20.4.24;

contract Store {
event ItemSet(bytes32 key, bytes32 value);

string public version;
mapping (bytes32 => bytes32) public items;

constructor(string _version) public {
version = _version;

}

function setItem(bytes32 key, bytes32 value) external {
items[key] = value;
emit ItemSet(key, value);
}
}

contract_load.go


https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/contract_load.go

package main

import (
”fmt”
|||og|l

"github.com/ethereum/go-ethereum/common"
"github.com/ethereum/go-ethereum/ethclient"

store "./contracts" // for demo

func main() {
client, err := ethclient.Dial("https://rinkeby.infura.io")
if err!=nil{
log.Fatal(err)

address := common.HexToAddress("0x147B8ebh97fD247D06C4006D269c¢
instance, err := store.NewStore(address, client)
if err!=nil {

log.Fatal(err)

fmt.Printin("contract is loaded")
_=instance

solc version used for these examples

$ solc --version
0.4.24+commit.e67f0147.Emscripten.clang



Querying a Smart Contract

XEETHRE 7 RIIFEESLIMABIZRIFM GO SLIXE, NRIFILE
BB, BIfKEL—TET -

FEENEDHES TUNEEGo BIEF PR E LA, IMEFHA]
BERFENLFRMBNGERFIEE LS., MBRMREICERIVES
EFERIREMNSHNHRE— N R version NELFTE, FERERAF
B9, XEKRECINER AREIIBENEIEgetteril, & EHMviewR it
¥% bind.Callopts fEAE — 1S, THRFTANRERENZEREM LN
1 —RRER TEATIUA nil °

version, err ;= instance.Version(nil)
if err!=nil{

log.Fatal(err)

}

fmt.Printin(version)

STEND

Commands

solc --abi Store.sol
solc --bin Store.sol
abigen --bin=Store_sol_Store.bin --abi=Store_sol_Store.abi --pkg=store --out:

»

Store.sol


file:///tmp/calibre_4.18.0_tmp_X989P2/smart-contract-compile
https://godoc.org/github.com/ethereum/go-ethereum/accounts/abi/bind#CallOpts
https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/contracts/Store.sol

pragma solidity 20.4.24;

contract Store {
event ItemSet(bytes32 key, bytes32 value);

string public version;
mapping (bytes32 => bytes32) public items;

constructor(string _version) public {
version = _version;

}

function setItem(bytes32 key, bytes32 value) external {
items[key] = value;
emit ItemSet(key, value);
}
}

contract_read.go


https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/contract_read.go

package main

import (
”fmt”

|||og|l

"github.com/ethereum/go-ethereum/common"
"github.com/ethereum/go-ethereum/ethclient"

store "./contracts" // for demo

func main() {
client, err := ethclient.Dial("https://rinkeby.infura.io")
if err!=nil{
log.Fatal(err)

address := common.HexToAddress("0x147B8ebh97fD247D06C4006D269c¢
instance, err := store.NewStore(address, client)
if err!=nil {

log.Fatal(err)

version, err := instance.Version(nil)
if err!=nil {
log.Fatal(err)

fmt.Printin(version) // "1.0"

solc version used for these examples

$ solc --version
0.4.24+commit.e67f0147.Emscripten.clang



BEAERESH

XEENEE 7RSS LIRIABIRIFMGoMN SN, MRIFE

BB, BIfKEL—TET -

BABRENFEZRNAMRBRIRZESZHITER,

privateKey, err := crypto.HexToECDSA("fad9c8855b740a0b7ed4c221dbad0f:
if err!=nil {

log.Fatal(err)
}

publicKey := privateKey.Public()
publicKeyECDSA, ok := publicKey.(*ecdsa.PublicKey)
if lok {
log.Fatal("cannot assert type: publicKey is not of type *ecdsa.PublicKey")
}

fromAddress := crypto.PubkeyToAddress(*publicKeyECDSA)

BAVBEEE S BnonceFIAS N8,

nonce, err := client.PendingNonceAt(context.Background(), fromAddress)
if err!=nil{

log.Fatal(err)
}

gasPrice, err := client.SuggestGasPrice(context.Background())
if err!=nil{

log.Fatal(err)
}

ETRR, FAIe1B— 1N Ffkeyed transactor, E#EUFA%E.

auth := bind.NewKeyedTransactor(privateKey)

REBANEZ 18 Bkeyed transactorfIRIEIZ 5 E I,

auth.Nonce = big.NewlInt(int64(nonce))
auth.Value = big.NewInt(0)
auth.GasLimit = uinte4( )
auth.GasPrice = gasPrice


file:///tmp/calibre_4.18.0_tmp_X989P2/smart-contract-compile

MARAMNE—NEEEHNEL, WRIFEICELIET FAeIE—
NE R StoretIELY, FHER abigen TEAM—1MNGoX ., EHHNK
e, BMNATEASHENNewssiE, FRREE RS ethclient,
EIREHA T AERRI S LI3EA,

address := common.HexToAddress("0x147B8ebh97fD247D06C4006D269c90¢
instance, err := store.NewStore(address, client)
if err!=nil {
log.Fatal(err)
}

BRI E ST — N8B R SetltemBVIM 287575, EEZ
solidity“bytes32 & X IFNSEL (key, value) , XEMREGoFVEE
RENEE M RKEARNFTNFTTHHE, B Setitem5 i EREZHA]
EBFA1ZBIEIER auth IR (keyed transactor) , ERGE, WHER
FERENSHNLLRBARHEITHRE, FHIEENEEM data B, 7
FERMANEHFITER. ERER—ITEEBNESWE,

key := [32]byte{}

value := [32]byte{}
(key[:], [Ibyte("foo"))
(value[:], [Ibyte("bar"))

tx, err := instance.SetItem(auth, key, value)
if err!=nil{

log.Fatal(err)
}

fmt.Printf("tx sent: %s", tx.Hash().Hex()) // tx sent: 0x8d490e535678e9a2436
3
MEFMETUNBIRZELMINEEIXTE TUKEMNE T

https://rinkeby.etherscan.io/tx/0x8d490e535678e9a24360e955d75b27ad
307bdfb97a1dca51d0f3035dcee3e870

ERTIRMEREEIRE, B TUEENEESHPIE,
result, err := instance.ltems(nil, key)
if err!=nil {

log.Fatal(err)
}

fmt.Printin(string(result[:])) // "bar"


file:///tmp/calibre_4.18.0_tmp_X989P2/smart-contract-compile
https://rinkeby.etherscan.io/tx/0x8d490e535678e9a24360e955d75b27ad307bdfb97a1dca51d0f3035dcee3e870

TEAE

Commands

solc --abi Store.sol
solc --bin Store.sol
abigen --bin=Store_sol_Store.bin --abi=Store_sol_Store.abi --pkg=store --out:

»

Store.sol

pragma solidity 20.4.24;

contract Store {
event ItemSet(bytes32 key, bytes32 value);

string public version;
mapping (bytes32 => bytes32) public items;

constructor(string _version) public {
version = _version;

}

function setItem(bytes32 key, bytes32 value) external {
items[key] = value;
emit ItemSet(key, value);
}
}

contract_write.go


https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/contracts/Store.sol
https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/contract_write.go

package main

import (
”fmt”

|||og|l

"github.com/ethereum/go-ethereum/accounts/abi/bind"
"github.com/ethereum/go-ethereum/common”
"github.com/ethereum/go-ethereum/ethclient"

store "./contracts" // for demo

func main() {
client, err := ethclient.Dial("https://rinkeby.infura.io")
if err!=nil {
log.Fatal(err)

privateKey, err := crypto.HexToECDSA("fad9c8855b740a0b7ed4c221dbad
if err!=nil {
log.Fatal(err)

publicKey := privateKey.Public()
publicKeyECDSA, ok := publicKey.(*ecdsa.PublicKey)
if lok {
log.Fatal("cannot assert type: publicKey is not of type *ecdsa.PublicKey

fromAddress := crypto.PubkeyToAddress(*publicKkeyECDSA)
nonce, err := client.PendingNonceAt(context.Background(), fromAddress)
if err!=nil {

log.Fatal(err)

gasPrice, err := client.SuggestGasPrice(context.Background())
if err 1= nil {
log.Fatal(err)

auth := bind.NewKeyedTransactor(privateKey)
auth.Nonce = big.NewlInt(int64(nonce))
auth.Value = big.NewInt(0) //in weli
auth.GasLimit = uint64(300000) // in units
auth.GasPrice = gasPrice

address := common.HexToAddress("'0x147B8eb97fD247D06C4006D269c¢



instance, err := store.NewStore(address, client)
if err!=nil{
log.Fatal(err)

key := [32]byte{}

value := [32]byte{}
(key[:], [1byte("foo"))
(value[:], [Ibyte("bar"))

tx, err := instance.SetItem(auth, key, value)
if err!=nil{
log.Fatal(err)
fmt.Printf("tx sent: %s", tx.Hash().Hex()) // tx sent: 0x8d490e535678e9a24
result, err := instance.Items(nil, key)

if err!=nil{
log.Fatal(err)

fmt.Printin(string(result[:])) // "bar"

solc version used for these examples

$ solc --version
0.4.24+commit.e67f0147.Emscripten.clang



3 . e =
EINERESYINF TS
ENEREZNENRBNERSINFLE, ATAEERSNFTE
BEFETXRESEF, EULEFHATTAEMIREE,
BAREEZFHNZIENNFHBNERESLHML,

client, err := ethclient.Dial("https://rinkeby.infura.io")

if err!=nil{

log.Fatal(err)

}

contractAddress := common.HexToAddress("0x147B8eb97fD247D06C4006L

»

MEMRBEERAZE IR codeAt 737%,  codeAt F3iA R E Be S L0t HEF]
IERRRS, FUFHEIVREIFTIE,

bytecode, err := client.CodeAt(context.Background(), contractAddress, nil) //
if err!=nil {
log.Fatal(err)

}

fmt.Printin(hex.EncodeToString(bytecode)) // 60806...10029

Rt E] LATEetherscan L & il 163 HIE N F T 15
https://rinkeby.etherscan.io/address/0x147b8eb97fd247d06c4006d269¢c9
0c1908fb5d54#code

TEAE

contract_bytecode.go


https://rinkeby.etherscan.io/address/0x147b8eb97fd247d06c4006d269c90c1908fb5d54#code
https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/contract_bytecode.go

package main

import (
"context”
"encoding/hex"
"fmt"

|||og||

"github.com/ethereum/go-ethereum/common"
"github.com/ethereum/go-ethereum/ethclient"

func main() {
client, err := ethclient.Dial("https://rinkeby.infura.io")
if err!=nil{
log.Fatal(err)

contractAddress := common.HexToAddress("0x147B8eb97fD247D06C400
bytecode, err := client.CodeAt(context.Background(), contractAddress, nil}
if err!=nil {

log.Fatal(err)

fmt.Printin(hex.EncodeToString(bytecode)) // 60806...10029



EHERC20XTHESYW

BHESIE—1ERC20E gE&Winterface » X X2 5 & 5T LA A AR AR
HE X B3R,

pragma solidity 20.4.24;

contract ERC20 {
string public constant name ="";
string public constant symbol ="";
uint8 public constant decimals = 0;

function totalSupply() public constant returns (uint);

function balanceOf(address tokenOwner) public constant returns (uint be
function allowance(address tokenOwner, address spender) public consta
function transfer(address to, uint tokens) public returns (bool success);
function approve(address spender, uint tokens) public returns (bool succ
function transferFrom(address from, address to, uint tokens) public retur

event Transfer(address indexed from, address indexed to, uint tokens);
event Approval(address indexed tokenOwner, address indexed spender,

R ¥interface B BER L94R1% JJSON ABI, FH{EF3 abigen MABIRIZEGo
2,

solc --abi erc20.sol
abigen --abi=erc20_sol_ERC20.abi --pkg=token --out=erc20.go

RIFHMNELZBEE—HRETUALZEFIE, HAE]EHE
tokenBIS ABANINARRFHIEOLE, ZMFERIAGolem KM
st ht.

tokenAddress := common.HexToAddress('0xa74476443119A942dE498590F
instance, err := token.NewToken(tokenAddress, client)
if err!=nil{

log.Fatal(err)

}

FANRAE T CAHREMERC200Y7575, BIE, BATRIMEBWAFKNAT


https://etherscan.io/address/0xa74476443119a942de498590fe1f2454d7d4ac0d

address := common.HexToAddress("0x0536806df512d6cdde913cf95c9886ft
bal, err := instance.BalanceOf(&bind.CallOpts{}, address)
if err !=nil {

log.Fatal(err)

}

fmt.Printf("wei: %s\n", bal) // "wei: 74605500647408739782407023"

>
BT NZERC20E SN AR TS,

name, err := instance.Name(&bind.CallOpts{})
if err!=nil{

log.Fatal(err)
}
symbol, err := instance.Symbol(&bind.CallOpts{})
if err!=nil {

log.Fatal(err)
}
decimals, err := instance.Decimals(&bind.CallOpts{})
if err!=nil {

log.Fatal(err)
}
fmt.Printf("name: %s\n", name) // "name: Golem Network"
fmt.Printf("symbol: %s\n", symbol) //"symbol: GNT"
fmt.Printf("decimals: %v\n", decimals) // "decimals: 18"

HATRT A — LB R F T E R R AR IR ARSI T3 FIAE X,
fbal := (big.Float)
fbal.SetString(bal.String())
value := (big.Float).Quo(fbal, big.NewFloat(math.Pow10(int(decimals))))
fmt.Printf("balance: %f", value) // "balance: 74605500.647409"
>

EIFERY{S B thB] LA Eetherscan L &1):
https://etherscan.io/token/Oxa74476443119a942de498590fe 1f2454d7d4
ac0d?a=0x0536806df512d6cdde913cf95c9886f65b1d3462

STEND


https://etherscan.io/token/0xa74476443119a942de498590fe1f2454d7d4ac0d?a=0x0536806df512d6cdde913cf95c9886f65b1d3462

Commands

solc --abi erc20.sol
abigen --abi=erc20_sol_ERC20.abi --pkg=token --out=erc20.go

erc20.sol

pragma solidity /£0.4.24;

contract ERC20 {
string public constant name ="";

string public constant symbol ="";
uint8 public constant decimals = 0;

function totalSupply() public constant returns (uint);

function balanceOf(address tokenOwner) public constant returns (uint b
function allowance(address tokenOwner, address spender) public consta
function transfer(address to, uint tokens) public returns (bool success);
function approve(address spender, uint tokens) public returns (bool succ
function transferFrom(address from, address to, uint tokens) public retur

event Transfer(address indexed from, address indexed to, uint tokens);
event Approval(address indexed tokenOwner, address indexed spender, (

contract_read_erc20.go


https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/contracts_erc20/erc20.sol
https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/contract_read_erc20.go

package main

import (
"fmt"
|||og|l
"math"
"math/big"

"github.com/ethereum/go-ethereum/accounts/abi/bind"
"github.com/ethereum/go-ethereum/common”
"github.com/ethereum/go-ethereum/ethclient"

token "./contracts_erc20" // for demo

func main() {
client, err := ethclient.Dial("https://mainnet.infura.io")
if err!=nil {
log.Fatal(err)

// Golem (GNT) Address
tokenAddress := common.HexToAddress("0xa74476443119A942dE49859
instance, err := token.NewToken(tokenAddress, client)
if err!=nil{
log.Fatal(err)

address := common.HexToAddress("0x0536806df512d6cdde913cf95c988
bal, err := instance.BalanceOf(&bind.CallOpts{}, address)
if err 1= nil {

log.Fatal(err)

name, err := instance.Name(&bind.CallOpts{})
if err 1= nil {
log.Fatal(err)

symbol, err := instance.Symbol(&bind.CallOpts{})
if err!=nil{
log.Fatal(err)

decimals, err := instance.Decimals(&bind.CallOpts{})
if err!=nil{
log.Fatal(err)



fmt.Printf("name: %s\n", name) // "name: Golem Network"
fmt.Printf("symbol: %s\n", symbol) //"symbol: GNT"
fmt.Printf("decimals: %v\n", decimals) // "decimals: 18"

fmt.Printf("wei: %s\n", bal) // "wei: 74605500647408739782407023"

fbal := new(big.Float)
fbal.SetString(bal.String())
value := new(big.Float).Quo(fbal, big.NewFloat(math.Pow10(int(decimals))

fmt.Printf("balance: %f", value) // "balance: 74605500.647409"

solc version used for these examples

$ solc --version
0.4.24+commit.e67f0147.Emscripten.clang
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BRSHERENTHE RE"SHEN, SHEUKRYH BRI E
& BHNEHTFEEASHI THNESHER, SHEEEURSEE
BEBLRII ZER, WEERERNEZENNFICE, HBARERT
B4 (BIERC-20) A, UERAMEKEERE, XLFIFHSISET
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BRI AR K2 B U Z5E@ A0,



THREGEE

ATITREHRE, HINEEMIVE—GEFEKITEBwebsocketf LA
ABEPIR, FslR, InfurasziFwebsockets °

4

client, err := ethclient.Dial("wss://rinkeby.infura.io/ws")
if err!=nil{

log.Fatal(err)
}

T REEREER, EXMIFR, BIHFEHIEREFRTEZRNR
EPEIZINRAISHTRFRESEM.

contractAddress := common.HexToAddress("0x147B8eb97fD247D06C4006L
query := ethereum.FilterQuery{
Addresses: [Jcommon.Address{contractAddress},

}
BAEWEEMNH 28T Go channel ° iEFH{TMgo-
ethereum core/types B1BIE—NEEL A Log Hchannel ©

logs := (chan types.Log)

HAEBFREBNEE
S EE AN L iBiE
gtMQ

it MZE Fimid A SubscribeFilterLogs KiT 5, &
. IX¥FR[E B ZunsubscribeFlerror73iERI1T H]

sub, err := client.SubscribeFilterLogs(context.Background(), query, logs)
if err!=nil {

log.Fatal(err)
}

&g, BAZMHREMseleciEBAIRE—MELBIFKRIZATEBEE
SHHITHEIR,



for {
select {
case err := <-sub.Err():
log.Fatal(err)
case vLog := <-logs:
fmt.Printin(vLog)
}
}

BINSE P ETN AW BES,

TR

Commands

solc --abi Store.sol
solc --bin Store.sol
abigen --bin=Store_sol_Store.bin --abi=Store_sol_Store.abi --pkg=store --out:

»

Store.sol

pragma solidity 70.4.24;

contract Store {
event ItemSet(bytes32 key, bytes32 value);

string public version;
mapping (bytes32 => bytes32) public items;

constructor(string _version) public {
version = _version;

}

function setltem(bytes32 key, bytes32 value) external {
items[key] = value;
emit ItemSet(key, value);
}
}

event_subscribe.go


file:///tmp/calibre_4.18.0_tmp_X989P2/event-read
https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/contracts/Store.sol
https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/event_subscribe.go

package main

import (
"context"
||fmtll

"|Og"

"github.com/ethereum/go-ethereum"
"github.com/ethereum/go-ethereum/common"
"github.com/ethereum/go-ethereum/core/types"
"github.com/ethereum/go-ethereum/ethclient"

func main() {
client, err := ethclient.Dial("wss://rinkeby.infura.io/ws")
if err!=nil {
log.Fatal(err)

contractAddress := common.HexToAddress("0x147B8eb97fD247D06C400
query := ethereum.FilterQuery{
Addresses: [Jcommon.Address{contractAddress},

logs := make(chan types.Log)
sub, err := client.SubscribeFilterLogs(context.Background(), query, logs)
if err!=nil{

log.Fatal(err)

for {
select {
case err := <-sub.Err():
log.Fatal(err)
case vLog := <-logs:
fmt.Printin(vLog) // pointer to event log

$ solc --version
0.4.24+commit.e67f0147.Emscripten.clang



ZNREGAE

BHESHFAIUMMEMBER EY, EFARSBIEN—HSEMEEE, %
EUXLEMHEEEERE, SEBNEEME—MTIRER, HiilMhgo-
ethereumBH & A FilterQuery &K FH A REIYIIALE. F1SK
EHRANESRI X REEHFEE MAPIEELE BEHELMIE, TEREH,
HIMENEE S YED ) IBNEESYPIZBNEXRFIEEE.

4

query := ethereum.FilterQuery{

FromBlock: big.NewInt( ),

ToBlock: big.NewInt( ),

Addresses: [Jcommon.Address{
contractAddress,

h

}

T—#2iBAethclientf FilterLogs , EEWFIIMNEIRFIFREFABRIL
EEHAE.

logs, err := client.FilterLogs(context.Background(), query)
if err!=nil {

log.Fatal(err)
}

REIMAEHEIEEABIGRE, ALE(EABARIEERE. hTHIBR

=, BRINSESATNBESHIMABL, Ak, HINSARRFTFNEESY
Gofl, B EEBMIZR I <Contract>ABI UM SEEM, Z/E, FAMER

go-ethereum {4 accounts/abi BHY abiJSON EIEER B — M 18] LATEGo
N7 A2 R R AR REATIZ AIABIE O,

contractAbi, err := abi.JSON(strings.NewReader(string(store.StoreABI)))
if err!=nil {

log.Fatal(err)
}

AR BT BEEITERHARENEE O AT UAEREER, &
EEINZEBANMFHIS LRI B EESolidity HRE £ E ) bytes32, A4
GoFEIEFMIPIFRE [32]byte , FAVRICAERAIXLELRBIR—MERLEN
K, FRE\HENE N SRERLENTGHIIABIE ORI Unpack BREY, BA
RN ASRE, FANSEERRNSABENEGEM, KE—1
SRR RIGH H S8R,


file:///tmp/calibre_4.18.0_tmp_X989P2/MvzUai_pdf_out/(../smart-contract-compile

for _, vLog :=range logs {
event ;= struct {
Key [32]byte
Value [32]byte
H}
err := contractAbi.Unpack(&event, "ItemSet", vLog.Data)
if err!1=nil{
log.Fatal(err)
}

fmt.Printin(string(event.Key[:])) // foo
fmt.Printin(string(event.Valuel[:])) // bar

Lesh, BEEMAESHMNER, FlIl, XRBE, XRSNRFHFEE,

fmt.Printin(vLog.BlockHash.Hex()) // 0x3404b8c050aalaacd0223e91b5c32f¢
fmt.Printin(vLog.BlockNumber) // 2394201
fmt.Printin(vLog.TxHash.Hex()) // 0x280201edab3c9ff6f305fcee51d5eb861

»

F/(Topics)

#HiEMsoliditySHF B & indexed LAY, MAENMEM W EAMAZH
SHRIER R —ER57. fEsolidity HERS REER4NEM, EREINA
REINSEMHERE, FIETALREMHNER. BNNRASHREZH
R3INEM, BUNREHZES, SIRWAIIZREHER,

var topics [4]string
fori:=range vLog.Topics {

topicsli] = vLog.Topics[i].Hex()
}

fmt.PrintIn(topics[0]) // Oxe79e73da417710ae99aa2088575580a60415d359:¢

»
IENfEFR L, BENERRIRREAINEHER,

eventSignature := [Jbyte("ItemSet(bytes32,bytes32)")
hash := crypto.Keccak256Hash(eventSignature)
fmt.Printin(hash.Hex()) // Oxe79e73da417710ae99aa2088575580a60415d35

»
MR FIEMETESHNERRE. EZIWMMTHERE, @iz =

-+

™)°


file:///tmp/calibre_4.18.0_tmp_X989P2/MvzUai_pdf_out/(../event-subscribe

TEAE

P
A<

solc --abi Store.sol
solc --bin Store.sol
abigen --bin=Store_sol_Store.bin --abi=Store_sol_Store.abi --pkg=store --out:

»

Store.sol

pragma solidity 20.4.24;

contract Store {
event ItemSet(bytes32 key, bytes32 value);

string public version;
mapping (bytes32 => bytes32) public items;

constructor(string _version) public {
version = _version;

}

function setItem(bytes32 key, bytes32 value) external {
items[key] = value;
emit ItemSet(key, value);
}
}

event read.go


https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/contracts/Store.sol
https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/event_read.go

package main

import (
"context"
"fmt"
|||Og|l
"math/big"
"strings"

"github.com/ethereum/go-ethereum"
"github.com/ethereum/go-ethereum/accounts/abi"
"github.com/ethereum/go-ethereum/common"
"github.com/ethereum/go-ethereum/crypto"
"github.com/ethereum/go-ethereum/ethclient"

store "./contracts" // for demo

func main() {
client, err := ethclient.Dial("wss://rinkeby.infura.io/ws")
if err!=nil {
log.Fatal(err)

contractAddress := common.HexToAddress("0x147B8eb97fD247D06C400
query := ethereum.FilterQuery{
FromBlock: big.NewInt(2394201),
ToBlock: big.NewInt(2394201),
Addresses: [Jcommon.Address{
contractAddress,

I

logs, err := client.FilterLogs(context.Background(), query)
if err!=nil {
log.Fatal(err)

contractAbi, err := abiJSON(strings.NewReader(string(store.StoreABI)))
if err!=nil {
log.Fatal(err)

for _, vLog :=range logs {
fmt.Printin(vLog.BlockHash.Hex()) // 0x3404b8c050aa0aacd0223e91b5«
fmt.Printin(vLog.BlockNumber) // 2394201
fmt.Printin(vLog.TxHash.Hex()) // 0x280201edab3c9ff6f305fcee51d5el



event ;= struct {
Key [32]byte
Value [32]byte
H}
err := contractAbi.Unpack(&event, "ItemSet", vLog.Data)
if err!=nil{
log.Fatal(err)

fmt.Printin(string(event.Key[:])) // foo
fmt.Printin(string(event.Value[:])) // bar

var topics [4]string
fori:=range vLog.Topics {
topics[i] = vLog.Topics[i].Hex()

fmt.Printin(topics[0]) // Oxe79e73da417710ae99aa2088575580a60415d

eventSignature := [Jbyte("ItemSet(bytes32,bytes32)")
hash := crypto.Keccak256Hash(eventSignature)
fmt.Printin(hash.Hex()) // Oxe79e73da417710ae99aa2088575580a60415d

$ solc --version
0.4.24+commit.e67f0147.Emscripten.clang



iEEERC-20X P& A&
B, BIEERC-208 88N EHHEMinterfaceX 4 erc20.sol :

pragma solidity 20.4.24;

contract ERC20 {
event Transfer(address indexed from, address indexed to, uint tokens);
event Approval(address indexed tokenOwner, address indexed spender,

}

A IETELAE abifEF abigen Sl GoEl

solc --abi erc20.sol
abigen --abi=erc20_sol_ERC20.abi --pkg=token --out=erc20.go

ARG AEFF, ILH(IEIBS5ERC-2054AEEREINE
TLACHYLEMIZE Y :

type LogTransfer struct {
From common.Address
To common.Address
Tokens *big.Int

}

type LogApproval struct {
TokenOwner common.Address
Spender common.Address
Tokens  *big.Int

VAL AR E P i

client, err := ethclient.Dial("https://mainnet.infura.io”)
if err!=nil {

log.Fatal(err)
}

TREBERC-20& BE S LY it AP R RIRSEE LI — 1~ FilterQuery”, XM
FHANNSAZRX K h:


https://etherscan.io/token/0xe41d2489571d322189246dafa5ebde1f4699f498

contractAddress := common.HexToAddress("'0xe41d2489571d322189246da
query := ethereum.FilterQuery{

FromBlock: big.NewInt( ),
ToBlock: big.NewInt( ),
Addresses: [Jcommon.Address{
contractAddress,
h
}

F FilterLogs SRt iEHE:

logs, err := client.FilterLogs(context.Background(), query)
if err!=nil {

log.Fatal(err)
}

BT RIBAEHEATISON abi, FHEHANFHERRES R ASHE:

contractAbi, err := abi.JSON(strings.NewReader(string(token.TokenABI)))
if err!=nil{

log.Fatal(err)
}

ATHREMBIZEAHITTR, BNFEFSEESISEHATRHEZN
keccak256M5 % {H, BHFHERBEBIGHIALR topic [0], FHAMERH
2F3, LATFRFEMgo-ethereum crypto BitEkeccak256M8 &M% :

logTransferSig := [Ibyte("Transfer(address,address,uint256)")
LogApprovalSig := [Jbyte("Approval(address,address,uint256)")
logTransferSigHash := crypto.Keccak256Hash(logTransferSig)
logApprovalSigHash := crypto.Keccak256Hash(LogApprovalSig)

MERNFER A HEFIgEswitchiB A LURE M4 A S ERI#TIHIR:



for _, vLog :=range logs {
fmt.Printf("Log Block Number: %d\n", vLog.BlockNumber)
fmt.Printf("Log Index: %d\n", vLog.Index)

switch vLog.Topics[0].Hex() {

case logTransferSigHash.Hex():
//

case logApprovalSigHash.Hex():
/!

}
}

IEEMEMNT Transfer BHFEE, FATIEER abi.Unpack 15 [FE 15 B S EIE#E
MARNPBELBLEN, BEARSMEHN indexed BHEE, BEAENE
fif7E topics &, FTLAX FABLEFA TSN IR AR, TATFBIFTR:

fmt.Printf("Log Name: Transfer\n")
var transferEvent LogTransfer
err := contractAbi.Unpack(&transferEvent, "Transfer", vLog.Data)
if err!=nil {
log.Fatal(err)

}

transferEvent.From = common.HexToAddress(vLog.Topics[1].Hex())
transferEvent.To = common.HexToAddress(vLog.Topics[2].Hex())

fmt.Printf("From: %s\n", transferEvent.From.Hex())

fmt.Printf("To: %s\n", transferEvent.To.Hex())
fmt.Printf("Tokens: %s\n", transferEvent.Tokens.String())

Approval HEHREMRITFTIE:



fmt.Printf("Log Name: Approval\n")
var approvalEvent LogApproval

err := contractAbi.Unpack(&approvalEvent, "Approval", vLog.Data)
if err!=nil{

log.Fatal(err)
}

approvalEvent.TokenOwner = common.HexToAddress(vLog.Topics[1].Hex())
approvalEvent.Spender = common.HexToAddress(vLog.Topics[2].Hex())

fmt.Printf("Token Owner: %s\n", approvalEvent.TokenOwner.Hex())
fmt.Printf("Spender: %s\n", approvalEvent.Spender.Hex())
fmt.Printf("Tokens: %s\n", approvalEvent.Tokens.String())

&ia, ERMBENTEN—E:

Log Block Number: 6383829

Log Index: 20

Log Name: Transfer

From: 0xd03dB9CF89A9b1f856a8E1650cFD78FAF2338eB2
To: 0x924CD9b60F4173DCDA5254ddD38C4F9CAB6BFE6D
Tokens: 2804000000000000000000

Log Block Number: 6383831

Log Index: 62

Log Name: Approval

Token Owner: 0xDD3b9186Da521AbE707B48B8f805Fb3Cd5EEEOEE
Spender: 0xCf67d7A481CEEca0a77f658991A00366FED558F7

Tokens: 1700000000000000000000000000000000000000000000000000000C

Log Block Number: 6383838

Log Index: 13

Log Name: Transfer

From: 0xBA826fEc90CEFdf6706858E5FbaFcb27A290Fbe0
To: 0x4aEE792A88eDDA29932254099b9d1e06D537883f
Tokens: 2863452144424379687066

FHATRT MERRMTHY H 5 SetherscanB BT EL:
https://etherscan.io/tx/0x0c3b6cf604275c7e44dc7db400428c1a39f33f0c
6¢cbc19ff625f6057a5chb32c0#eventlog


https://etherscan.io/tx/0x0c3b6cf604275c7e44dc7db400428c1a39f33f0c6cbc19ff625f6057a5cb32c0#eventlog

STEND

Commands

solc --abi erc20.sol
abigen --abi=erc20_sol_ERC20.abi --pkg=token --out=erc20.go

erc20.sol

pragma solidity 20.4.24;
contract ERC20 {

event Transfer(address indexed from, address indexed to, uint tokens);
event Approval(address indexed tokenOwner, address indexed spender,

event_read_erc20.go


https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/contracts_erc20/erc20.sol
https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/event_read_erc20.go

package main

import (
"context"
"fmt"
|||Og|l
"math/big"
"strings"

token "./contracts_erc20" // for demo
"github.com/ethereum/go-ethereum"
"github.com/ethereum/go-ethereum/accounts/abi"
"github.com/ethereum/go-ethereum/common”
"github.com/ethereum/go-ethereum/crypto"
"github.com/ethereum/go-ethereum/ethclient"

// LogTransfer ..

type LogTransfer struct {
From common.Address
To common.Address
Tokens *big.Int

// LogApproval ..

type LogApproval struct {
TokenOwner common.Address
Spender common.Address
Tokens  *big.Int

func main() {
client, err := ethclient.Dial("https://mainnet.infura.io")
if err!=nil{
log.Fatal(err)

// 0x Protocol (ZRX) token address
contractAddress := common.HexToAddress("'0xe41d2489571d322189246
query := ethereum.FilterQuery{
FromBlock: big.NewInt(6383820),
ToBlock: big.NewInt(6383840),
Addresses: [Jcommon.Address{
contractAddress,

}

logs, err := client.FilterLogs(context.Background(), query)



if err1=nil {
log.Fatal(err)

contractAbi, err := abi.JSON(strings.NewReader(string(token.TokenABI)))
if err1=nil {
log.Fatal(err)

logTransferSig := [Jbyte("Transfer(address,address,uint256)")
LogApprovalSig := [Jbyte("Approval(address,address,uint256)")
logTransferSigHash := crypto.Keccak256Hash(logTransferSig)
logApprovalSigHash := crypto.Keccak256Hash(LogApprovalSig)

for _, vLog := range logs {
fmt.Printf("Log Block Number: %d\n", vLog.BlockNumber)
fmt.Printf("Log Index: %d\n", vLog.Index)

switch vLog.Topics[0].Hex() {
case logTransferSigHash.Hex():
fmt.Printf("Log Name: Transfer\n")

var transferEvent LogTransfer

err := contractAbi.Unpack(&transferEvent, "Transfer", vLog.Data)
if err!=nil {
log.Fatal(err)

transferEvent.From = common.HexToAddress(vLog.Topics[1].Hex())
transferEvent.To = common.HexToAddress(vLog.Topics[2].Hex())

fmt.Printf("From: %s\n", transferEvent.From.Hex())
fmt.Printf("To: %s\n", transferEvent.To.Hex())
fmt.Printf("Tokens: %s\n", transferEvent.Tokens.String())

case logApprovalSigHash.Hex():
fmt.Printf("Log Name: Approval\n")

var approvalEvent LogApproval
err := contractAbi.Unpack(&approvalEvent, "Approval", vLog.Data)

if err!=nil{
log.Fatal(err)

approvalEvent.TokenOwner = common.HexToAddress(vLog.Topics[ 1]
approvalEvent.Spender = common.HexToAddress(vLog.Topics[2].Hex



fmt.Printf("Token Owner: %s\n", approvalEvent.TokenOwner.Hex())
fmt.Printf("Spender: %s\n", approvalEvent.Spender.Hex())
fmt.Printf("Tokens: %s\n", approvalEvent.Tokens.String())

fmt.Printf("\n\n")

solc version used for these examples

$ solc --version
0.4.24+commit.e67f0147.Emscripten.clang



1%£H10x ProtocolIFHE

Fi%EN0x Protocol BHEE, FAIMINE L soliditySgES9miIFRN—1
Gofl,

Z&solchrZs 0.4.11

npm i -g solc@0.4.11

F5130 Exchange.sol BISE 4 B EEI#0x Protocol X Z &S ES £V -

Create the Ox protocol exchange smart contract interface for event logs
as Exchange.sol:

pragma solidity 0.4.11;

contract Exchange {
event LogFill(

address indexed maker,
address taker,
address indexed feeRecipient,
address makerToken,
address takerToken,
uint filledMakerTokenAmount,
uint filledTakerTokenAmount,
uint paidMakerFee,
uint paidTakerFee,
bytes32 indexed tokens, // keccak256(makerToken, takerToken), allows
bytes32 orderHash

event LogCancel(
address indexed maker,
address indexed feeRecipient,
address makerToken,
address takerToken,
uint cancelledMakerTokenAmount,
uint cancelledTakerTokenAmount,
bytes32 indexed tokens,
bytes32 orderHash

event LogError(uint8 indexed errorld, bytes32 indexed orderHash);


https://0xproject.com/

1EE AT abi, £ abigen R EIEGo exchange £1:

Then use abigen to create the Go exchange package given the abi:

solc --abi Exchange.sol
abigen --abi="Exchange.sol:Exchange.abi" --pkg=exchange --out=Exchange.

»

MAEEIANNGoNAIEFH, 1EFTEIZ S50xProtocol B HEE R EE
TLECH)LEMIRSEEY :

type LogFill struct {

Maker common.Address
Taker common.Address
FeeRecipient common.Address
MakerToken common.Address
TakerToken common.Address

FilledMakerTokenAmount *big.Int
FilledTakerTokenAmount *big.Int

PaidMakerFee *big.Int

PaidTakerFee *big.Int

Tokens [32]byte

OrderHash [32]byte
}

type LogCancel struct {

Maker common.Address

FeeRecipient common.Address
MakerToken common.Address
TakerToken common.Address

CancelledMakerTokenAmount *big.Int
CancelledTakerTokenAmount *big.Int
Tokens [32]byte
OrderHash [32]byte

type LogError struct {
ErrorID uint8
OrderHash [32]byte

IR ARSI E i -

client, err := ethclient.Dial("https://mainnet.infura.io")
if err!=nil{

log.Fatal(err)
}



BIE— FilterQuery , FE{Zi$0x Protocol& e S £t it FIFF BRI X 1R
SEE:

// Ox Protocol Exchange smart contract address
contractAddress := common.HexToAddress("0x12459C951127e0c374FF910!
query := ethereum.FilterQuery{

FromBlock: big.NewInt( ),

ToBlock: big.NewInt( ),

Addresses: [J[common.Address{
contractAddress,

h

}

FH FilterLogs BE1RHE:

logs, err := client.FilterLogs(context.Background(), query)
if err!1=nil{

log.Fatal(err)
}

BT RIAVSHEITISON abi, AL ERBRELSERRASHIE:

contractAbi, err := abiJSON(strings.NewReader(string(exchange.ExchangeA
if err!=nil {

log.Fatal(err)
}

ATHEREMBERITE, BINEENRE N EHHTERHAEZEN
keccak2563HE, IEWMFHAEIRFINEIMAHE, ESHHERHAERRHES
R topic[0] :

// NOTE: keccak256("LogFill(address,address,address,address,address,uintz
logFillEvent := common.HexToHash("0d0b9391970d9a25552f37d436d2aae:

// NOTE: keccak256("LogCancel(address,address,address,address,uint256,u
logCancelEvent := common.HexToHash("67d66f160bc93d925d05dae1794c¢

// NOTE: keccak256("LogError(uint8,bytes32)")
logErrorEvent := common.HexToHash("36d86c59e00bd73dc19ba3adfe068e

»

MAEBRNDERAEHEEHRE —PswitchiBARZREH HELETIR:



for _, vLog :=range logs {
fmt.Printf("Log Block Number: %d\n", vLog.BlockNumber)
fmt.Printf("Log Index: %d\n", vLog.Index)

switch vLog.Topics[0].Hex() {

case logFillEvent.Hex():
//

case logCancelEvent.Hex():
//

case logErrorEvent.Hex():
//

}

}

ITEEREAT LogFill, FRATZER abi.Unpack 1 RIGEIE L EL BT A FRA1E
EXBIEERBLEMR, Unpack REREHT indexed BHFEER!, FHXLEE
ITFAETE topics T, FRCAXS FARLEFATA TN IRMEMT, W FHIPRR:

fmt.Printf("Log Name: LogFill\n")
var fillEvent LogFill

err := contractAbi.Unpack(&fillEvent, "LogFill", vLog.Data)
if err 1= nil {

log.Fatal(err)
}

fillEvent.Maker = common.HexToAddress(vLog.Topics[1].Hex())
fillEvent.FeeRecipient = common.HexToAddress(vLog.Topics[2].Hex())
fillEvent.Tokens = vLog.Topics[3]

fmt.Printf("Maker: %s\n", fill[Event.Maker.Hex())

fmt.Printf("Taker: %s\n", fillEvent.Taker.Hex())

fmt.Printf("Fee Recipient: %s\n", fillEvent.FeeRecipient.Hex())
fmt.Printf("Maker Token: %s\n", fillEvent.MakerToken.Hex())
fmt.Printf("Taker Token: %s\n", fillEvent.TakerToken.Hex())

fmt.Printf("Filled Maker Token Amount: %s\n", fillEvent.FilledMakerTokenAn
fmt.Printf("Filled Taker Token Amount: %s\n", fillEvent.FilledTakerTokenAmc
fmt.Printf("Paid Maker Fee: %s\n", fillEvent.PaidMakerFee.String())
fmt.Printf("Paid Taker Fee: %s\n", fillEvent.PaidTakerFee.String())
fmt.Printf("Tokens: %s\n", hexutil.Encode(fillEvent.Tokens[:]))
fmt.Printf("Order Hash: %s\n", hexutil.Encode(fillEvent.OrderHash[:]))

Y+ F LogCancel 25411 :



fmt.Printf("Log Name: LogCancel\n")
var cancelEvent LogCancel

err := contractAbi.Unpack(&cancelEvent, "LogCancel", vLog.Data)
if err!=nil{

log.Fatal(err)
}

cancelEvent.Maker = common.HexToAddress(vLog.Topics[1].Hex())
cancelEvent.FeeRecipient = common.HexToAddress(vLog.Topics[2].Hex())
cancelEvent.Tokens = vLog.Topics[3]

fmt.Printf("Maker: %s\n", cancelEvent.Maker.Hex())

fmt.Printf("Fee Recipient: %s\n", cancelEvent.FeeRecipient.Hex())
fmt.Printf("Maker Token: %s\n", cancelEvent.MakerToken.Hex())
fmt.Printf("Taker Token: %s\n", cancelEvent.TakerToken.Hex())
fmt.Printf("Cancelled Maker Token Amount: %s\n", cancelEvent.CancelledM
fmt.Printf("Cancelled Taker Token Amount: %s\n", cancelEvent.CancelledTak
fmt.Printf("Tokens: %s\n", hexutil.Encode(cancelEvent.Tokens[:]))
fmt.Printf("Order Hash: %s\n", hexutil.Encode(cancelEvent.OrderHash[:]))

Bxfa /& LogError :

fmt.Printf("Log Name: LogError\n")

errorID, err := strconv.Parselnt(vLog.Topics[1].Hex(), 16, 64)
if err 1= nil {

log.Fatal(err)

}

errorEvent := &LogError{
ErrorID: uint8(errorID),
OrderHash: vLog.Topics[~],
}

fmt.Printf("Error ID: %d\n", errorEvent.ErrorID)
fmt.Printf("Order Hash: %s\n", hexutil.Encode(errorEvent.OrderHash[:]))

BEMNBRE—EASTRIMIERIU T L.



Log Block Number: 6383482

Log Index: 35

Log Name: LogFill

Maker: 0x8dd688660ec0BaBD0B8a2f2DE3232645F73cC5eb

Taker: O0xe269E891A2Ec8585a378882fFA531141205e92E9

Fee Recipient: 0xe269E891A2Ec8585a378882fFA531141205e92E9

Maker Token: 0xD7732e3783b0047aa251928960063f863AD022D8

Taker Token: 0xC02aaA39b223FE8D0AQ0e5C4F27eAD9083C756Cc2

Filled Maker Token Amount: 240000000000000000000000

Filled Taker Token Amount: 6930282000000000000

Paid Maker Fee: 0

Paid Taker Fee: 0

Tokens: 0xf08499c9e419ea8c08c4b991f88632593fb36baf4124c62758acb21
Order Hash: 0x306a9a7ecbd9446559a2c650b4cfc16d1fb615aa2b3f4f63078

Log Block Number: 6383482

Log Index: 38

Log Name: LogFill

Maker: 0x04aa059b2e31B5898fAB5aB24761e67E8a196ABS8

Taker: Oxe269E891A2Ec8585a378882fFA531141205e92E9

Fee Recipient: 0xe269E891A2Ec8585a378882fFA531141205e92E9

Maker Token: 0xC02aaA39b223FE8D0AOe5C4F27eAD9083C756Cc2

Taker Token: 0xD7732e3783b0047aa251928960063f863AD022D8

Filled Maker Token Amount: 6941718000000000000

Filled Taker Token Amount: 240000000000000000000000

Paid Maker Fee: 0

Paid Taker Fee: 0

Tokens: 0x97ef123f2b566f36ab1e6f5d462a8079fbe34fa667b4eae67194b3f!
Order Hash: 0xac270e88ce27b6bb78ee5b68ebaef666a77195020a6ab8922¢

Log Block Number: 6383488

Log Index: 43

Log Name: LogCancel

Maker: 0x0004E79C978B95974dCa16F56B516bE0c50CC652

Fee Recipient: 0xA258b39954ceF5cB142fd567A46cDdB31a670124

Maker Token: 0xC02aaA39b223FE8D0AOe5C4F27eAD9083C756Cc2

Taker Token: 0x89d24A6b4CcB1B6fAA2625fE562bDD9a23260359

Cancelled Maker Token Amount: 30000000000000000000

Cancelled Taker Token Amount: 7274848425000000000000

Tokens: 0x9dd48110dcc444fdc242510c09bbbbe21a5975cac061d82f7b843b
Order Hash: Oxe43eff38dc27af046bfbd431926926c072bbc7a509d56f6f1a7¢

»



BTSN A S Setherscan LA HITELER
https://etherscan.io/tx/0xb73a4492c5db1f67930b25¢ce3869c1e6b9bdbcc
b239a23b6454925a5bc0e03c5

STEND

P

PO
4

solc --abi Exchange.sol

abigen --abi="Exchange.sol:Exchange.abi" --pkg=exchange --out=Exchange.

»

Exchange.sol

pragma solidity 0.4.11;

contract Exchange {

event LogFill(

address indexed maker,
address taker,

address indexed feeRecipient,
address makerToken,

address takerToken,

uint filledMakerTokenAmount,
uint filledTakerTokenAmount,
uint paidMakerFee,

uint paidTakerFee,

bytes32 indexed tokens, // keccak256(makerToken, takerToken), allows
bytes32 orderHash

event LogCancel(

address indexed maker,

address indexed feeRecipient,
address makerToken,

address takerToken,

uint cancelledMakerTokenAmount,
uint cancelledTakerTokenAmount,
bytes32 indexed tokens,

bytes32 orderHash

event LogError(uint8 indexed errorld, bytes32 indexed orderHash);


https://etherscan.io/tx/0xb73a4492c5db1f67930b25ce3869c1e6b9bdbccb239a23b6454925a5bc0e03c5
https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/contracts_0xprotocol/Exchange.sol

BIEE s

event_read_Oxprotocol.go

102


https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/event_read.go

package main

import (
"context"
"fmt"
|||Og|v
"math/big"
"strconv"
"strings"

exchange "./contracts_Oxprotocol" // for demo
"github.com/ethereum/go-ethereum"
"github.com/ethereum/go-ethereum/accounts/abi"
"github.com/ethereum/go-ethereum/common"
"github.com/ethereum/go-ethereum/common/hexutil"
"github.com/ethereum/go-ethereum/ethclient"

/1 LogFill ...

type LogFill struct {
Maker common.Address
Taker common.Address
FeeRecipient common.Address
MakerToken common.Address
TakerToken common.Address

FilledMakerTokenAmount *big.Int
FilledTakerTokenAmount *big.Int

PaidMakerFee *big.Int

PaidTakerFee *big.Int

Tokens [32]byte

OrderHash [32]byte
}

// LogCancel ...
type LogCancel struct {

Maker common.Address

FeeRecipient common.Address
MakerToken common.Address
TakerToken common.Address

CancelledMakerTokenAmount *big.Int
CancelledTakerTokenAmount *big.Int
Tokens [32]byte

OrderHash [32]byte

// LogError ...
type LogError struct {
ErrorID uint8



OrderHash [32]byte

func main() {
client, err := ethclient.Dial("https://mainnet.infura.io")
if err!=nil{
log.Fatal(err)

// 0x Protocol Exchange smart contract address
contractAddress := common.HexToAddress("0x12459C951127e0c374FF9"
query := ethereum.FilterQuery{

FromBlock: big.NewInt(6383482),

ToBlock: big.NewInt(6383488),

Addresses: [Jcommon.Address{

contractAddress,
h

logs, err := client.FilterLogs(context.Background(), query)
if err!=nil{
log.Fatal(err)

contractAbi, err := abi.JSON(strings.NewReader(string(exchange.Exchang
if err!=nil{
log.Fatal(err)

// NOTE: keccak256("LogFill(address,address,address,address,address, uir
logFillEvent := common.HexToHash("0d0b9391970d9a25552f37d436d2a:

// NOTE: keccak256("LogCancel(address,address,address,address,uint25¢
logCancelEvent := common.HexToHash("67d66f160bc93d925d05dae 1794

// NOTE: keccak256("LogError(uint8,bytes32)")
logErrorEvent := common.HexToHash("36d86c59e00bd73dc19ba3adfe06

for _, vLog :=range logs {
fmt.Printf("Log Block Number: %d\n", vLog.BlockNumber)
fmt.Printf("Log Index: %d\n", vLog.Index)

switch vLog.Topics[0].Hex() {
case logFillEvent.Hex():

fmt.Printf("Log Name: LogFill\n")

var fillEvent LogFill



err := contractAbi.Unpack(&fillEvent, "LogFill", vLog.Data)
if err!=nil {
log.Fatal(err)

fillEvent.Maker = common.HexToAddress(vLog.Topics[1].Hex())
fillEvent.FeeRecipient = common.HexToAddress(vLog.Topics[2].Hex())
fillEvent.Tokens = vLog.Topics[3]

fmt.Printf("Maker: %s\n", fillEvent.Maker.Hex())
fmt.Printf("Taker: %s\n", fillEvent.Taker.Hex())
fmt.Printf("Fee Recipient: %s\n", fillEvent.FeeRecipient.Hex())
fmt.Printf("Maker Token: %s\n", fillEvent.MakerToken.Hex())
fmt.Printf("Taker Token: %s\n", fill[Event.TakerToken.Hex())
fmt.Printf("Filled Maker Token Amount: %s\n", fillEvent.FilledMakerTc
fmt.Printf("Filled Taker Token Amount: %s\n", fillEvent.FilledTakerTok
fmt.Printf("Paid Maker Fee: %s\n", fillEvent.PaidMakerFee.String())
fmt.Printf("Paid Taker Fee: %s\n", fillEvent.PaidTakerFee.String())
fmt.Printf("Tokens: %s\n", hexutil.Encode(fillEvent.Tokens[:]))
fmt.Printf("Order Hash: %s\n", hexutil.Encode(fillEvent.OrderHash[:])
case logCancelEvent.Hex():

fmt.Printf("Log Name: LogCancel\n")

var cancelEvent LogCancel

err := contractAbi.Unpack(&cancelEvent, "LogCancel", vLog.Data)
if err!=nil {
log.Fatal(err)

cancelEvent.Maker = common.HexToAddress(vLog.Topics[1].Hex())
cancelEvent.FeeRecipient = common.HexToAddress(vLog.Topics[2].H
cancelEvent.Tokens = vLog.Topics[3]

fmt.Printf("Maker: %s\n", cancelEvent.Maker.Hex())

fmt.Printf("Fee Recipient: %s\n", cancelEvent.FeeRecipient.Hex())
fmt.Printf("Maker Token: %s\n", cancelEvent.MakerToken.Hex())
fmt.Printf("Taker Token: %s\n", cancelEvent.TakerToken.Hex())
fmt.Printf("Cancelled Maker Token Amount: %s\n", cancelEvent.Canc
fmt.Printf("Cancelled Taker Token Amount: %s\n", cancelEvent.Cance
fmt.Printf("Tokens: %s\n", hexutil.Encode(cancelEvent.Tokens[:]))
fmt.Printf("Order Hash: %s\n", hexutil.Encode(cancelEvent.OrderHas!

case logErrorEvent.Hex():
fmt.Printf("Log Name: LogError\n")

errorID, err := strconv.Parselnt(vLog.Topics[1].Hex(), 16, 64)



if err!=nil {
log.Fatal(err)

errorEvent := &LogError{
ErrorID: uint8(errorID),
OrderHash: vLog.Topics[2],

fmt.Printf("Error ID: %d\n", errorEvent.ErrorID)
fmt.Printf("Order Hash: %s\n", hexutil.Encode(errorEvent.OrderHash

fmt.Printf("\n\n")

X L TR {5 {sE FR A solchi 24

$ solc --version
0.4.11+commit.68ef5810.Emscripten.clang



5

HFZRATATTINGE, BOXTRESEHENWALTRETNE, K
ERFEERES N, EMASIURIEERNESYE, REEMNAEER
IREIERIRSIANZERER QHENE], FREXREMWERBMEBS, K
IR T REVL IR ZE SJAA E RN IEE B,



EN—I1ES

ATFERERNEAHR: ERENE, URKEZRNEENER. R
B A32F T, MAIMEREMBESEE, Bl EMAKeccak-2561F
HEFREE, IRUAGERERNEE,

B, BAHEmERTAA,

privateKey, err := crypto.HexToECDSA("fad9c8855b740a0b7ed4c221dbadOf:
if err!=nil {

log.Fatal(err)
}

BT RBANG R FEZERBIEIENKeccak-256, EXMFE,
E44 Ehello ° go-ethereum crypto B # T — N5 {EHY Keccak256Hash 75
ERTIIX — B /Y,

data := [Jbyte("hello")
hash := crypto.Keccak256Hash(data)
fmt.Printin(hash.Hex())

&ia, BIERTBERRE, FAER,

signature, err := crypto.Sign(hash.Bytes(), privateKey)
if err!=nil {

log.Fatal(err)
}

fmt.Printin(hexutil.Encode(signature))

»

HAEBINEZMINERTER, EFNMETH, BIMEFEIWNARIEER
SRR HRIZABINIFEE SR/,

TEAE

signature_generate.go


https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/signature_generate.go

package main

import (
||fmtll
|||og|l

"github.com/ethereum/go-ethereum/common/hexutil"
"github.com/ethereum/go-ethereum/crypto”

func main() {
privateKey, err := crypto.HexToECDSA("fad9c8855b740a0b7ed4c221dbad
if err!=nil {
log.Fatal(err)

data := [Jbyte("hello")
hash := crypto.Keccak256Hash(data)
fmt.Printin(hash.Hex()) // 0x1c8aff950685c2ed4bc3174f3472287b56d951"

signature, err := crypto.Sign(hash.Bytes(), privateKey)

if err!=nil{
log.Fatal(err)

fmt.Printin(hexutil.Encode(signature)) // 0x789a80053e4927d0a898db8e(



RIS

EENETH, HNZI TWAERAN —ERBIEATERUEME
B, WAEREZIMFARIEZRNES M,

BIFERNERBILEER: &8, FRVEMNEAULRERENL
. MAZESR, HNFTUBEQANNAIBREEREWEEE TZ

e
/1F/Gho

B%, BNFEUFTRIANAH.

publicKeyBytes := crypto.FromECDSAPub(publicKeyECDSA)

BETIRBIGEZRFREHERE, TL—1RP, FAEMAKeccak-256%
FLPE#, ELEFEAMERITHERMRIFCARIEE R,

data := [Jbyte("hello")
hash := crypto.Keccak256Hash(data)
fmt.Printin(hash.Hex())

MEBRBIETHHROES, HITTLUMgo-ethereum crypto &1l
Pl Ecrecover ({HEIMIZSGIRE ) REREBENAN, LWELRAT
BRRNBETEE,

sigPublicKey, err := crypto.Ecrecover(hash.Bytes(), signature)
if err1=nil {

log.Fatal(err)
}

ATRIEBMESITHERN A ASHHEN QNAHAITIER, MRENT
ic, MAFENAHHEERIRFRRARNERE,

matches := bytes.Equal(sigPublicKey, publicKeyBytes)
fmt.Printin(matches)

&7 SigToPub 735 MEIHIER, XAIREFREECDSAZEFNER
NGER

Y



sigPublicKeyECDSA, err := crypto.SigToPub(hash.Bytes(), signature)
if err!=nil {

log.Fatal(err)
}

sigPublicKeyBytes := crypto.FromECDSAPub(sigPublicKeyECDSA)
matches = bytes.Equal(sigPublicKeyBytes, publicKeyBytes)
fmt.Printin(matches)

RFERI, go-ethereum/crypto BRI T VerifySignature BRI%, %R
BWREHIIENSEE, BEREMNFOEINAH, BERE—/MH/RIE,

MRNPASERBHERZEMLE, Mihtrue —NEEMEE2HNILTE
FibRsigntureRE—1MNFT, BERNERKECDSAREID, REERE.

signatureNoRecoverID := signature[:len(signature)-1]
verified := crypto.VerifySignature(publicKeyBytes, hash.Bytes(), signatureNa
fmt.Printin(verified)

XL R (£ A go-ethereumiR 4 B4 A A I IEECDSAZ BRI ER AR,

STEND

signature_verify.go


https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/signature_verify.go

package main

import (
"bytes"
"crypto/ecdsa"”
"fmt"
"log"

"github.com/ethereum/go-ethereum/common/hexutil"
"github.com/ethereum/go-ethereum/crypto”

func main() {
privateKey, err := crypto.HexToECDSA("fad9c8855b740a0b7ed4c221dbad
if err 1= nil {
log.Fatal(err)

publicKey := privateKey.Public()
publicKeyECDSA, ok := publicKey.(*ecdsa.PublicKey)
if lok {
log.Fatal("cannot assert type: publicKey is not of type *ecdsa.PublicKey

publicKeyBytes := crypto.FromECDSAPub(publicKeyECDSA)

data := [Jbyte("hello")
hash := crypto.Keccak256Hash(data)
fmt.Printin(hash.Hex()) // 0x1c8aff950685c2ed4bc3174f3472287b56d951"

signature, err := crypto.Sign(hash.Bytes(), privateKey)
if err1=nil {
log.Fatal(err)

fmt.Printin(hexutil.Encode(signature)) // 0x789a80053e4927d0a898dh8e(

sigPublicKey, err := crypto.Ecrecover(hash.Bytes(), signature)
if err!=nil {
log.Fatal(err)

matches := bytes.Equal(sigPublicKey, publicKeyBytes)
fmt.Printin(matches) // true

sigPublicKeyECDSA, err := crypto.SigToPub(hash.Bytes(), signature)
if err1=nil {
log.Fatal(err)



sigPublicKeyBytes := crypto.FromECDSAPub(sigPublicKkeyECDSA)
matches = bytes.Equal(sigPublicKeyBytes, publicKeyBytes)
fmt.PrintIn(matches)

signatureNoRecoverID := signature[:len(signature)-1]
verified := crypto.VerifySignature(publicKeyBytes, hash.Bytes(), signaturel
fmt.Printin(verified)



Testing
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file:///tmp/calibre_4.18.0_tmp_X989P2/faucets
file:///tmp/calibre_4.18.0_tmp_X989P2/client-simulated

K23

KIeR R RBAEMNIXMBERSETHII S I,
XEZF| TSN MAMEY Sk,

Ropsten testnet - hitps://faucet.ropsten.be
Rinkeby testnet - https://faucet.rinkeby.io

» Kovan testnet - https://gitter.im/kovan-testnet/faucet

Sokol testnet - https://faucet-sokol.herokuapp.com


https://faucet.ropsten.be/
https://faucet.rinkeby.io/
https://gitter.im/kovan-testnet/faucet
https://faucet-sokol.herokuapp.com/

fERIRELE P i

eI AERRIE P imsR RIRE M E R NN ERZR 5, ERESET
Mk, ATHIE, BIVEE-HBYWBETHIKS, Ak, EEEM—
MKk FATA,

privateKey, err := crypto.GenerateKey()
if err!=nil {

log.Fatal(err)
}

1&%E& M accounts/abi/bind B EJE — NewKeyedTransactor , FAHEZH
FA%A,

auth := bind.NewKeyedTransactor(privateKey)

T—SREUB—EIEKAHIEDEE R, FAEER core &1

# GenesisAccount 2584,

balance := (big.Int)
balance.SetString("10000000000000000000", 10)

address := auth.From
genesisAlloc := map[common.Address]core.GenesisAccount{
address: {
Balance: balance,
h
}

MEFN MG EITE D EEMAFIEE B FE/S/H ERRE
#4 account/abi/bind/backends E1HY NewSimulatedBackend /i%, iZHiEIE
IR [B] — N ETEVAEI AR A & i,

blockGasLimit := uint64( )
client := backends.NewSimulatedBackend(genesisAlloc, blockGasLimit)

BRI AMRER —HERLLE iR, FRA—ARE, BAHSWE—TIHNR
SFHEIT 1A



fromAddress := auth.From
nonce, err := client.PendingNonceAt(context.Background(), fromAddress)
if err!=nil {

log.Fatal(err)

}
value := big.NewInt( )
gasLimit := uint64( )

gasPrice, err := client.SuggestGasPrice(context.Background())
if err!=nil {

log.Fatal(err)
}

toAddress := common.HexToAddress("0x4592d8f8d7b001e72cb26a73e4fal
var data [Jbyte
tx := types.NewTransaction(nonce, toAddress, value, gasLimit, gasPrice, dat
chainID := big.NewlInt(1)
signedTx, err := types.SignTx(tx, types.NewEIP155Signer(chainID), privateKe
if err!=nil {

log.Fatal(err)
}

err = client.SendTransaction(context.Background(), signedTx)
if err!=nil {

log.Fatal(err)
}

fmt.Printf("tx sent: %s\n", signedTx.Hash().Hex())

SIERL, EHEBMEXBANTRBFR. HTARE, HEY
M —rEIONEE, ERIHIBR Commit REHFFRIIKIRA,

client.Commit()

HAEZR] IR Z WIEFAE N EE WA,



receipt, err := client.TransactionReceipt(context.Background(), signedTx.Has
if err!=nil {
log.Fatal(err)

}
if receipt == nil {
log.Fatal("receipt is nil. Forgot to commit?")

}

fmt.Printf("status: %v\n", receipt.Status) // status: 1

Eit, EickE: RIUEFiRAIFEERRINUE PR Commit 737AF N
REXIR,

TEAE

client_simulated.go


https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/client_simulated.go

package main

import (
"context”
"fmt"
|||Og|l
"math/big"

"github.com/ethereum/go-ethereum/accounts/abi/bind"
"github.com/ethereum/go-ethereum/accounts/abi/bind/backends"
"github.com/ethereum/go-ethereum/common”
"github.com/ethereum/go-ethereum/core"
"github.com/ethereum/go-ethereum/core/types"
"github.com/ethereum/go-ethereum/crypto"

func main() {
privateKey, err := crypto.GenerateKey()
if err!=nil {
log.Fatal(err)

auth := bind.NewKeyedTransactor(privateKey)

balance := new(big.Int)
balance.SetString("10000000000000000000", 10) // 10 eth in wei

address := auth.From
genesisAlloc := map[common.Address]core.GenesisAccount{
address: {
Balance: balance,
h

blockGasLimit := uint64(4712388)
client := backends.NewSimulatedBackend(genesisAlloc, blockGasLimit)

fromAddress := auth.From

nonce, err := client.PendingNonceAt(context.Background(), fromAddress)

if err!=nil {
log.Fatal(err)

value := big.NewInt(1000000000000000000) // in wei (1 eth)
gasLimit := uint64(21000) // in units
gasPrice, err := client.SuggestGasPrice(context.Background())
if err!=nil{

log.Fatal(err)



toAddress := common.HexToAddress("'0x4592d8f8d7b001e72ch26a73e4f
var data [Jbyte
tx := types.NewTransaction(nonce, toAddress, value, gasLimit, gasPrice, d

chainID := big.NewInt(1)
signedTx, err := types.SignTx(tx, types.NewEIP155Signer(chainID), private
if err!=nil {

log.Fatal(err)

err = client.SendTransaction(context.Background(), signedTx)
if err!=nil {
log.Fatal(err)

fmt.Printf("tx sent: %s\n", signedTx.Hash().Hex()) // tx sent: Oxec3ceb0564

client.Commit()

receipt, err := client.TransactionReceipt(context.Background(), signedTx.H

if err1=nil {
log.Fatal(err)

}
if receipt == nil {

log.Fatal("receipt is nil. Forgot to commit?")
}

fmt.Printf("status: %v\n", receipt.Status) // status: 1



Swarm

SwarmZ U AR ERMEF D HANTFERRSG R, SIPFSEAL
SwarmZ —M Rl RBEHENE, ERXFETERATIERART U,
5Bittorrent3&{il, FICARIRT A S N1 RIRENEHE, REREMNRRHES K
BIE, EMAUARERHIEE], XM AR MEN MR EFRE R EERS
BHMBERA T D REE - BIEFTUIRIMESMETLR, 7] AREIMNLSS Py E
TRECEMMNFERIE, MMERT RRERDMEEE R T N HEER
SSHIHKHE,

SwarmBEEIHISwap ( Swarm Accounting Protocol )  —F#thiY, &
HIZEMY, SwarmMLE R MA R BARRBREEFNIZINAVEIEIR, kAL
FEEMERNAY (7)) T7k. SWAPARSRIUAE ZHERFEIT, EE#@
BRUMEATANKRZEMNSTTRIBERAMSZM AR, 2R THER,
BEME —MERRETEITEEDSWarmE AL S S FEMLE
BRI — 285,



B Swarm T/

EinfTswarm, BEABEELZ geth #M bzzd , XRswarm Fi#HiE,
go get -d github.com/ethereum/go-ethereum

go install github.com/ethereum/go-ethereum/cmd/geth
go install github.com/ethereum/go-ethereum/cmd/swarm

REBANFEM— 1 HFigethtk .,
$ geth account new
Your new account is locked with a password. Please give a password. Do nc
Passphrase:

Repeat passphrase:
Address: {970ef9790b54425bea2c02e25cab01e48cf92573}

BIMREE BZZKEY S, FIREAFAINIRIERBIgethtk ~ ik,

BZZKEY=970ef9790b54425bea2c02e25cab01e48cf92573

AREFERIRENIK B Tswarm, FHERFNTHIswarmikF~, ZXIAE.
T, Swarmig7Eix[“8500" £i&1T,

$ swarm --bzzaccount $BZZKEY
Unlocking swarm account 0x970EF9790B54425BEA2C02e25cAb01E48CF92*

Passphrase:
WARN [06-12|13:11:41] Starting Swarm service

WiEswarmAZEZFIBIETTT, BARNSKAE FIMETEIWMAM LEX
.

STEND

Commands


file:///tmp/calibre_4.18.0_tmp_X989P2/swarm-upload

go get -d github.com/ethereum/go-ethereum

go install github.com/ethereum/go-ethereum/cmd/geth

go install github.com/ethereum/go-ethereum/cmd/swarm

geth account new
BZZKEY=970ef9790b54425bea2c02e25cab01e48cf92573

swarm --bzzaccount $BZZKEY



& HEISwarm

7 ENET FEIRDO8500" LiB1T 7T — MEAE RiFEEMIswarmTI =,
BT RS AswarmElgo-ethereum swearm/api/client * FIFIEBRFFIR
79 bzzclient °

import (
bzzclient "github.com/ethereum/go-ethereum/swarm/api/client"

)

18F NewClient BRI [B) EZEswarmE =i2FHurl -

client := bzzclient.NewClient("http://127.0.0.1:8500")

FARZA hello world SIZREINXAS M hello.txt ° FAITFRIEXNMX G L&

Zllswarm °

hello world

EFHANGoNBREFF, FKiTEERASWarmE iR G 19 Open’$T
FEATRIRICIZRAI S, ZERFIGIRE— File £A, ERIswarmi5ZH
B9, BT EEFMTEswarmAA,

file, err := bzzclient.Open("hello.txt")
if err!=nil {

log.Fatal(err)
}

MAEBATFT A Z FImsEBBA Upload B, AERHEXHNSR, %=
NMERR—AFIEFNIAEATBRFNE, ATHRNXE, SNEHEH
FANEE, F=SURRNEREHFERMNMBRERME,
BREIMBHEERXHNATERNERE, EFESheloxtXHFIE
E—5KE, RABERT, TERTMEREE L, FRHBRIETUE
FIEMAImimeZL BItE R,


file:///tmp/calibre_4.18.0_tmp_X989P2/swarm-setup

manifestHash, err := client.Upload(file, "" )
if err!=nil {

log.Fatal(err)

}

fmt.Printin(manifestHash) // 2e0849490b62e706a5f1cbh8e7219db7b01677f2

»

REBAMAINEXEES LERXXH
bzz://2e0849490b62e706a5f1cb8e7219db7b01677f2a859bac4b5f522afd2a5f
02c0, BRMMTH, BIMNSEFITETNEA

STEND

Commands

geth account new
BZZKEY=970ef9790b54425bea2c02e25cab01e48cf92573
swarm --bzzaccount $BZZKEY

hello.txt

hello world

swarm_upload.go


file:///tmp/calibre_4.18.0_tmp_X989P2/swarm-download
https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/hello.txt
https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/swarm_upload.go

package main

import (
”fmt”

|||og|l

bzzclient "github.com/ethereum/go-ethereum/swarm/api/client"

func main() {
client := bzzclient.NewClient("http://127.0.0.1:8500")

file, err := bzzclient.Open("hello.txt")
if err!=nil{
log.Fatal(err)

manifestHash, err := client.Upload(file, "", false)
if err!=nil{
log.Fatal(err)

}
fmt.Printin(manifestHash) // 2e0849490b62e706a5f1cb8e7219db7b0167:



MSwarm FE3 &

FELEADET BAME—Mhello.txtXX - L& EIswarm, fERENE, FAE
AT RAEBRER.

manifestHash := "f9192507e2e8e118bfedac428c3aaldecdae156e€954128ec!

»

IEBTE £ @3 1BE ‘DownloadManfest’ R FHE, HEEERNAE.

manifest, isEncrypted, err := client.DownloadManifest(manifestHash)
if err!=nil{

log.Fatal(err)
}

BATAIGEHFREE, BERFRE, KIMNRBBRAHERT 4.

for _, entry := range manifest.Entries {
fmt.Printin(entry.Hash)
fmt.Printin(entry.ContentType)
fmt.Printin(entry.Path)

}

AR IR Fswarm url, EA1BIMEIN A bzz: / <hash>/ <path>, EtAT
TEXHE, BITBEETAERBHEMER, EXMIFE, BERE—IE
FREE, BANSIXLELIBE L Download BRENFIRE] — MR,

file, err := client.Download(manifestHash, "")
if err!=nil {

log.Fatal(err)
}

FA TR R A E A TEMR MHY X IR BRI A A,

content, err ;= ioutil.ReadAll(file)
if err!=nil {

log.Fatal(err)
}

fmt.Printin(string(content))

IEANFERRYERHE, Eicxk 7 BNRIBXXERE 269 hello world °


file:///tmp/calibre_4.18.0_tmp_X989P2/swarm-upload

TEAE

Commands

geth account new
BZZKEY=970ef9790b54425bea2c02e25cab01e48cf92573
swarm --bzzaccount $BZZKEY

swarm_download.go


https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/swarm_download.go

package main

import (
"fmt"
"io/ioutil"
"lOg”

bzzclient "github.com/ethereum/go-ethereum/swarm/api/client"

func main() {
client := bzzclient.NewClient("http://127.0.0.1:8500")
manifestHash := "2e0849490b62e706a5f1cb8e7219db7b01677f2a859bac
manifest, isEncrypted, err := client.DownloadManifest(manifestHash)
if err!=nil{
log.Fatal(err)

}
fmt.Printin(isEncrypted) // false

for _, entry := range manifest.Entries {
fmt.Printin(entry.Hash) // 42179060941352ba7b400b16c40f1e1290
fmt.Printin(entry.ContentType) // text/plain; charset=utf-8
fmt.Printin(entry.Size) /112
fmt.Printin(entry.Path) /"

file, err := client.Download(manifestHash, "")
if err!=nil{
log.Fatal(err)

content, err := ioutil.ReadAll(file)
if err!=nil {

log.Fatal(err)
}

fmt.Printin(string(content)) // hello world



Whisper

Whisper2 —MiEEMNET RN SBMIEREERE, BEMRAT—%
RIOMERIN RREFRMER, EEEMEINMNEHEMEMRR. &
BRSSP, HIMFIRE—IFWhisperB)ARTI TR, AEHAT
12 SJANRIFE Whisperth il £ & X FIEINEH R,



EEWhisper® Fim

EFMAEEWhisperEFim, HRNUANE & ZEIE1TwhisperfI AKHT
&, AEME, EWinfuraZ ERIAHMFERZHwhisper, EXaESH
MNRBIBXLEHES, Infuraf] BERTEAR ARG Kz Fwhisper, {BIR
ERNIBITHIIBE 2 geth TR, —B{R% 3 geth, i31TgethBIET &
B0 --shh flagksz#Fwhispertihi¥, F BN --ws flagFl --rpc, Kz
websocket R #ZUSLAHMER,

geth --rpc --shh --ws

MEEFKNGoNAIEFRP, Fli1E S AT whisper/shhclient P3LEIEY
go-ethereum whisper®Z FPimil i B H YR CE Fim, FERIAR
websocketif [1“8546” @it websocketsiE & F i 11 A ttigeth T 55,

client, err := shhclient.Dial("ws://127.0.0.1:8546")
if err!=nil{

log.Fatal(err)
}

_=client
MARNEERITT, iLBISIE— MBI EKRNZER, ARBLIXHE

TEAE

Commands

geth --rpc --shh --ws

whisper_client.go


https://geth.ethereum.org/downloads/
file:///tmp/calibre_4.18.0_tmp_X989P2/whisper-keys
https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/whisper_client.go

BIEE s

package main

import (
l||ogll

"github.com/ethereum/go-ethereum/whisper/shhclient"

func main() {
client, err := shhclient.Dial("ws://127.0.0.1:8546")
if err!=nil {
log.Fatal(err)

_=client // we'll be using this in the TANET
fmt.Printin("we have a whisper connection")

132



4 pX Whisper BREN

EWhisperl, jERMPERIFREIE TR IAME, BARLEFRTREAEEIX
AUSMMEAANIZEUEE,

EiEEE | WhisperE Fimfa, 8EZEIRAE FIHAY NewKeyPair 75 5K 4R
ZTHREEENHTAHMAEN, LRHMEREE—NE—MID, B
SIRABATREE T RN E R AT INZEMNHERESNZIRN,

keyID, err := client.NewKeyPair(context.Background())

if err!=nil{

log.Fatal(err)
}

fmt.Printin(keyID)

£ F =7 ERNFINFRE—MNZREE.

TEAE

Commands

geth --rpc --shh --ws

whisper_keypair.go


file:///tmp/calibre_4.18.0_tmp_X989P2/whisper-send
https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/whisper_keypair.go

package main

import (
"context"
"fmt"
"log"

"github.com/ethereum/go-ethereum/whisper/shhclient”

func main() {
client, err := shhclient.Dial("ws://127.0.0.1:8546")
if err!=nil {
log.Fatal(err)

keyID, err := client.NewKeyPair(context.Background())
if err !=nil {
log.Fatal(err)

fmt.Printin(keyID) // Oec5cfe4e215239756054992dbc2e10f011db1cdfc88k



fEWhisper ERIEZBER

ERANEBIRBER 2R, BAIUNERERQARMNEHE. ELIE
T, BAES) T UWEIER NewKeyPair R4 2 AFIFAAYT, %KY
R[0T 5| R AN AIZEEAID © FHABREMSUEA Publickey BRER AT 1315
UIZENZ AN ATE, BATEERERMZRR,

publicKey, err := client.PublicKey(context.Background(), keyID)
if err!=nil{

log.Print(err)
}

fmt.Printin(hexutil.Encode(publicKey))

>
IR TE A 145832 M go-ethereum whisper/whispervé £ ]38
1t NewMessage EFMRMEFHNTNFAIBES, XFEUTEM:
» Payload FHENAVBERAR
e Publickey INZERY/ %A
o TTL JHRRYEERATE]
o PowTime {8 TUEBRAYAET(E] LR
o PowTarget {4 T iEBRAYEY(E]) FER
message := whispervé.NewMessage{
Payload: [lbyte("Hello"),
PublicKey: publicKey,
TTL: b
PowTime:
PowTarget:
}
HANET BT AR E PR Post BREXEI LR 1E, AEEE, ER
BeREEEMEEE,
messageHash, err := client.Post(context.Background(), message)
if err!=nil {
log.Fatal(err)
}
fmt.Printin(messageHash)
>

£ N ETHRBEAEER AR BT MEE S LRI R,


file:///tmp/calibre_4.18.0_tmp_X989P2/whisper-keys
file:///tmp/calibre_4.18.0_tmp_X989P2/whisper-subscribe

TEAE

Commands

geth --shh --rpc --ws

whisper_send.go


https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/whisper_send.go

package main

import (
"context"
||fmtll

|||Ogu

"github.com/ethereum/go-ethereum/common/hexutil"
"github.com/ethereum/go-ethereum/whisper/shhclient"
"github.com/ethereum/go-ethereum/whisper/whispervé"

func main() {
client, err := shhclient.Dial("ws://127.0.0.1:8546")
if err!=nil{
log.Fatal(err)

keyID, err := client.NewKeyPair(context.Background())
if err!=nil {
log.Fatal(err)

}
fmt.Printin(keyID) // Oec5cfe4e215239756054992dbc2e10f011db1cdfc88k

publicKey, err := client.PublicKey(context.Background(), keyID)
if err!=nil {
log.Print(err)
}
fmt.Printin(hexutil.Encode(publicKey)) // 0x04f17356fd52b0d13e5ede84f¢

message := whisperve.NewMessage{
Payload: []byte("Hello"),
PublicKey: publicKey,
TTL: 60,
PowTime: 2,
PowTarget: 2.5,
}
messageHash, err := client.Post(context.Background(), message)
if err!=nil{
log.Fatal(err)

}
fmt.Printin(messageHash) // 0xdbfc815d3d122a90d7fb44d1fc6a46f3d76¢



BIFATEWhisperig 2

EATH, B8 iTEwebsockets EfIWhisperiBE, BATEAEEMNR
—/MEBIE, B M whisper/whisperve BLHIAY Message K EIE T WhispeiH

Bro

messages = (chan *whisperv6.Message)

ERATARTHZR, BITELEFEZEREHBMTIRIFE. Mwhisperve
BIRHIIAIE — D HRY Criteria SR, BT EAIR IS EMEITAHIE DR
B, EULFHNTEREIR LK PrivateKeylD BHIZRE AR FINEER
FIFEEZZAID -

criteria := whispervé6.Criteria{
PrivateKeyID: keyID,
}

ETR, FITARZEFim SubscribeMessages 735k, ZF 5T HMTELA
EFERER. HTTPAXZHEILAE; (NN EER, fldlwebsockets
fIPC - &E—1"ES#HEHZFItIZMEREE,

sub, err := client.SubscribeMessages(context.Background(), criteria, messac
if err!=nil {

log.Fatal(err)
}

»

MEBRNEBEITHA T, FATIUAER select IBRIRIZEER, FAIEITH
PHHIR, WRENE—TEIZER, HEABTE Payload BMEFEATF
TR, AT EEHREIA K TIZMF S,

for {
select {
case err := <-sub.Err():
log.Fatal(err)
case message := <-messages:
fmt.Printf(string(message.Payload))
}
}

EETEMTERE, REEENRT, IM2ERITEANMERR.



TEAE

Commands

geth --shh --rpc --ws

whisper_subscribe.go


https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/whisper_subscribe.go

package main

import (
"context"
||fmtll

"|Og"

0s
"runtime"

"github.com/ethereum/go-ethereum/common/hexutil"
"github.com/ethereum/go-ethereum/whisper/shhclient"
"github.com/ethereum/go-ethereum/whisper/whispervé"

func main() {
client, err := shhclient.Dial("ws://127.0.0.1:8546")
if err!=nil{
log.Fatal(err)

keyID, err := client.NewKeyPair(context.Background())
if err 1= nil {
log.Fatal(err)

}
fmt.Printin(keyID) // Oec5cfe4e215239756054992dbc2e10f011db1cdfc88k

messages := make(chan *whispervé.Message)
criteria := whisperv6.Criteria{
PrivateKeyID: keyID,
}
sub, err := client.SubscribeMessages(context.Background(), criteria, mess
if err!=nil{
log.Fatal(err)

go func() {
for {

select {

case err := <-sub.Err():
log.Fatal(err)

case message := <-messages:
fmt.Printf(string(message.Payload)) // "Hello"
0s.Exit(0)

}
30

publicKey, err := client.PublicKey(context.Background(), keyID)



if err1=nil {
log.Print(err)

}
fmt.PrintIn(hexutil.Encode(publicKey)) // 0x04117356fd52b0d13e5ede84f¢

message := whispervé.NewMessage{
Payload: []byte("Hello"),
PublicKey: publicKey,
TTL: ,
PowTime: 2,
PowTarget: .

messageHash, err := client.Post(context.Background(), message)
if err!=nil {
log.Fatal(err)

}
fmt.Printin(messageHash) // 0xdbfc815d3d122a90d7fb44d1fc6a46f3d76¢

runtime.Goexit() // wait for goroutines to finish



T HeEE


file:///tmp/calibre_4.18.0_tmp_X989P2/util-go

TREHE

REBISKIM ] AE X E. EN—fREOERER. XERNEEB/LNMIF.
SEMIE DR BRIyt ht:

>+

valid := util.IsValidAddress("0x323b5d4c32345ced77393b3530b1eed0f3464.
fmt.Printin(valid) // true

eEMNRE W Fibht:

zeroed := util.IsZeroAddress("0x0")
fmt.Printin(zeroed) // true

s wei(BE ) . BANSHRENERME.

wei := util. ToWei( , 18)
fmt.Println(wei) // 20000000000000000

Bwei (BB DN, BEZMSRRNRMIE,

wei ;= (big.Int)
wei.SetString("20000000000000000", 10)
eth := util.ToDecimal(wei, 18)
fmt.Printin(eth) // 0.02

RIS ERRAM SIS ERRSE R,

gasLimit := uint64( )

gasPrice := (big.Int)
gasPrice.SetString("2000000000", 10)
gasCost := util.CalcGasCost(gasLimit, gasPrice)
fmt.Printin(gasCost) // 42000000000000

NEZEBHPIREIR, SHIVIE,

sig := "0x789a80053e4927d0a898db8e065e948f5cf086e32f9ccaa54c1908e2
r, s, v := util.SigRSV(sig)

fmt.Printin(hexutil.Encode(r[:])[2:]) // 7892a80053e4927d0a898db8e065e948
fmt.Printin(hexutil.Encode(s[:])[2:]) // 2621578113ddbb62d509hf6049b8fbh5¢
fmt.Printin(v) // 28



TEAE

util.go


https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/util/util.go

package util

import (
"math/big"
"reflect"
"regexp"
"strconv"

"github.com/ethereum/go-ethereum/common"
"github.com/ethereum/go-ethereum/common/hexutil"
"github.com/shopspring/decimal”

// 1sValidAddress validate hex address
func IsValidAddress(iaddress interface{}) bool {
re := regexp.MustCompile("0x[0-9a-fA-F]{40}$")
switch v := iaddress.(type) {
case string:
return re.MatchString(v)
case common.Address:
return re.MatchString(v.Hex())
default:
return false

// IsZeroAddress validate if it's a 0 address
func IsZeroAddress(iaddress interface{}) bool {
var address common.Address
switch v := iaddress.(type) {
case string:
address = common.HexToAddress(v)
case common.Address:
address = v
default:
return false

zeroAddressBytes := common.FromHex("0x0000000000000000000000001
addressBytes := address.Bytes()
return reflect.DeepEqual(addressBytes, zeroAddressBytes)

// ToDecimal wei to decimals

func ToDecimal(ivalue interface{}, decimals int) decimal.Decimal {
value := new(big.Int)
switch v := ivalue.(type) {
case string:



value.SetString(v, 10)
case *big.Int:
value =v

mul := decimal.NewFromFloat(float64(10)).Pow(decimal.NewFromFloat(flc
num, _:= decimal.NewFromString(value.String())
result := num.Div(mul)

return result

// ToWei decimals to wei
func ToWei(iamount interface{}, decimals int) *big.Int {
amount := decimal.NewFromFloat(0)
switch v := iamount.(type) {
case string:
amount, _ = decimal.NewFromString(v)
case float64:
amount = decimal.NewFromFloat(v)
case int64:
amount = decimal.NewFromFloat(float64(v))
case decimal.Decimal:
amount = v
case *decimal.Decimal:
amount = *v

mul := decimal.NewFromFloat(float64(10)).Pow(decimal.NewFromFloat(flc
result := amount.Mul(mul)

wei ;= (big.Int)
wei.SetString(result.String(), 10)

return wei

// CalcGasCost calculate gas cost given gas limit (units) and gas price (wei)
func CalcGasCost(gasLimit uint64, gasPrice *big.Int) *big.Int {
gasLimitBig := big.NewInt(int64(gasLimit))
return gasLimitBig.Mul(gasLimitBig, gasPrice)

// SigRSV signatures R S V returned as arrays

func SigRSV(isig interface{}) ([32]byte, [32]byte, uint8) {
var sig [Jbyte
switch v :=isig.(type) {
case [Jbyte:



sig=v
case string:
sig, _ = hexutil.Decode(v)

sigstr := common.Bytes2Hex(sig)
rS :=sigstr[0:64]

SS :=sigstr[64:128]
R:=[32]byte{}
S = [32]byte{}

(R[:], common.FromHex(rS))
(S[:], common.FromHex(sS))
VStr := sigstr[128:130]
vl, _ := strconv.Atoi(vStr)
V= uint8(vl + 27)

returnR, S,V

test file: util_test.go


https://github.com/miguelmota/ethereum-development-with-go-book/blob/master/code/util/util_test.go

wCR
Addresses it

PASRTEECAAYI IR R RZ 500ttt @EBRFMFRAEM, haJURRR
— A4S, HECDSAZRMNATAE,

Agreement Ledgers 3£iRRk7s

HAHHE 2 REITHEFNAM I IRAVICK A,

Altcoin XM

LM EBERRNES. BRIASSHNRMEZ LM — L4 T
MNIEIS X, EFRSIAEBNRRE T, REMWERREETHH
AN BiERL HiRES (6], EINSRAMTNEE, MI— M RENEFEE

Attestation Ledgers ZiElkas

—NEMADY, RENEFRSF, REIERFEIEREN (ARIAE) B
DIV,

ASIC |51 F %551 58 B B B

"Application Specific Integrated Circuit" N FB43HISE M B IRAV4ES, ASICs
ELETHEANRMMNAIZTIED A, FEEmRE, El1E8EEE]
FARIT B SHA-256 R #1TIS LS mAIS A,

Bitcoin EE4F™H

BrRiRERBENET, ETMITIUER ( proof-of-work ) ,

Blockchain Xik§#

—MARIE, A—MUXKROEMBFHFERENS HKE, 10
XRBEHNFERWE T MR, XEMXREER] ARSI,
FHET AR ESENRM MR E, FERA,

Block Ciphers XIRIN%E2§



— X — BRI BIE R A — M ARBREITRBRNE ZHITE
MZRIBTGiE. MAR— PR —MERNE,

Block Height XIREE

RRBXREPHEE—EHXREMNL, (LW, SEOMEEF —TX
B, EE e XR,

Block Rewards XI1R3Z[5)
wp TRINEH— MAEEIRE, BUATEEMNTH, TEEEMEN

MEMEZWIZE, KRR UEMNRZEINES. BRILLYHMLEEE
XREFIZ 25T EMR,

Central Ledger FRSigH¢A

¥l B — DRV LEP EIC KA,

Chain Linking E1f

IERXAEXRIEER —, FEAFBHRRZNMNETE, XSGR
XM XIREES BN EEEEHEITE RS,

Cipher 1N &%

FRINZMBRZEENEE, BEMH, “ciphertBv]LE—MIZHE,
E IR

Confirmation &iA

XIRFHIRZZ WX IREM LRI, E— ME TR RS (WEEHT )
B, IMANTRRRBEEAEY ., —E—EXRX5%WIA, EMATUESE
HRENE. RBBXRICRGIVIRBAINE, HUBIAFIRE, teu,
RZBINMXRARIAIAL, PBLARITHARBZE=1"WIL. BNNKE
2, MERERIEEMEA,

Consensus Process tiRigi2

— AR — O HVICKE T RIHEIK ARSI AT AN IR

[N



Consortium Blockchain BXEE 5%

—MHIRIREE - ARMELN T RIEG R X R, B, REIBAER—
MRS ERIVIAARMERE, BMMIEZEBCHTR, BRE/MXR
—EEZB15MMEPHI0NER A LR, LBERSEN, LINXKIREIR
BAERAMN, AERH—IARFQHMGEITER, HEREINZIER
2B XREEIRZSHIBIAPI, X ZEHIXEREER] LARR A FEZHROME -

Cryptoanalysis IS

— I TEE 5347, ERNRAANER TRENZEENER,

Cryptocurrency JN&E KT

—METHRFNZFEDEN, EPNZRARTIEEMBMREMFF
BIFAEREER, IS, MMBEMIRITFHRRITIEIE,

Cryptography JIEZ

Eipik o) e A PSR UR

dApp ZFILMNF

EZRMEMNAEFUARTEFRN, ERTMEEIET, FEREXA
EHIE RS,

DAO ZHULHITLHR

(PEBBIRAR ) FICARIA A BENTRIA A SN =S TFH, &
BEMAREGZITRER,

The DAO (—{"\XEEHEF)

—MNETFUARTIKEIRNE, ENTEM TRZ 8957 XFED X,

Decryption &2

BB XEHERADAXENTIE,

Encryption 1%



EASGER (BAX ) HMABERGEZ XML FIBIER (=
X)) BT,

ERC UXHPEERBER (Ethereum
Request for Comments ) 45

ERC=&Ethereum Request for Commentsfi45 5. — MNERCE— /M
Ethereumfi2 2,

ERC-20 58208 ERC, BRIKER5AKYG
MR ESTRIFISE

— D ARIH R AIIRE,
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